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Executive Summary

Huawei commissioned Tolly to verify the Huawei S series switches’ interoperability
with the Cisco Identity Services Engine (ISE) for authentication and more.

The complete list of devices tested is available in Table 1. Device support for each
individual test case is provided in the test results (Table 2) and further details in the
test case descriptions.
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Huawei S Series Switches Under Test

Device Under Test S/W Version Platform Version Hardware Model

Huawei Versatile Routing Platform
Software VRP (R) software,

VRP (R) software, Version 5.160 Version 5.160
(512700 V200R010C00SPC300)

Huawei S12700 12704

Huawei Versatile Routing Platform
Software VRP (R) software,

VRP (R) software, Version 5.160 Version 5.160
(S5720V200R010C00SPC300)

Huawei S5720 $5720-32C-H|-24S

Cisco Identity Services Engine (ISE)

Product Version

Version 2.0.0.306

Identity Services Engine (ISE) ADE-OS Version 2.3.0.187

Source: Tolly, October 2016 Table 1
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e A

Huawei S Series Switches Interoperability with the Cisco ISE Test Results

Authentication Protocol Generic RADIUS Attributes
Framed-IP-Address
v PAP/CHAP On-demand DHCP IP address
Framed-Pool

= A D On-demand DHCP Pool

4 PEAP 4 NAS-Port

v EAP-TLS Others

Post-rejection Authentication

v EAP-TILS v Once a client is rejected by ISE, authenticate certain VLAN to it

v EAP-FAST 4 Time-based Authentication Policy
Authentication Method Change of Authorization (CoA)

v Wired MAC Authentication 4 Session Re-authentication

v Wired 802.1X Authentication v Session Termination

CoA Port Customization in ISE
4 Wireless MAC Authentication 4 Huawei S switches use port 3799 for CoA. The CoA destination port can be
changed to 3799 in Cisco ISE for interoperability
v Wireless 802.1X Authentication Endpoint Proﬁling
v Wired and Wireless Web Portal Authentication v with DHCP Packets
Huawei S Switch as the Portal Server e.g. DHCP Option60: Vendor Class Identifier
v Wired and Wireless Web Portal Authentication v with MAC Addresses
Cisco ISE as the Portal Server e.g. Organizationally Unique Identifier (OUI) in the MAC Address
v Wired Mixed Authentication v with HTTP Packets
e.g. MAC and 802.1X Authentication e.q. User-Agent attribute in the HTTP packet
v Wireless Mixed Authentication v with RADIUS Packets
e.g. MAC and Web Portal Authentication e.g. CallingStationID attribute in RADIUS
Authentication Policy v Network Scan (NMAP)
Built-in Attributes Other
Dynamic VLAN v Posture Assessment with the Cisco ISE and the Cisco NAC Appliance
Assign one existing VLAN to the user with the VLAN number Agent
v Dynamic ACL v Guest Management
Assign one existing ACL to the user with the ACL number Guest self-registration and authentication
R BYOD
Huawei Attributes BYOD device self-registration and authentication
v Dynamic ACL Rule
Create a new ACL rule with the HW-Data-Filter attribute
Dynamic UCL Group
¢ | Assign one existing UCL group to the user with the HW-UCL-Group attribute
and the UCL group’s name
Dynamic CAR CIR (rate limiting)
v create a new CAR CIR rule with the HW-Input-Committed-Information-Rate
attribute or/and the HW-Output-Committed-Information-Rate attribute
Service Scheme
v Assign one existing service scheme to the user with Huawei’s HW-Service-
Scheme attribute and the service scheme’s name
Source: Tolly, October 2016 Table 2
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PAP/CHAP Authentication

Verify the 802.1X authentication method with the PAP/CHAP authentication protocol when a Huawei S switch
works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server.

Objective

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain.

3. Configure the Huawei switch 802.1X authentication mode as CHAP.
#
dot1x-access-profile name tolly
dot1x authentication-method chap

#

Procedure |4. Enable 802.1X authentication globally and on the interface Port_1.
Use the PC to initiate the 802.1X authentication in the CHAP mode, and expected result 1 is displayed.

Pass

e . The PCis authenticated to have network access.
Criteria
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1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.

#

radius-server template tolly

radius-server shared-key cipher huawei123

radius-server authentication 192.89.11.188 1812 weight 80

radius-server accounting 192.89.11.188 1813 weight 80

undo radius-server user-name domain-included

calling-station-id mac-format hyphen-split mode2

#

3. Configure the aaa scheme on the switch.
#
authentication-scheme tolly
authentication-mode radius

authorization-scheme tolly
Test

accounting-scheme tolly
Results

accounting-mode radius
domain tolly
authentication-scheme tolly
accounting-scheme tolly
radius-server tolly

#

4. Configure the 802.1X authentication profile on the device.
#

authentication-profile name tolly
dot1x-access-profile tolly

access-domain tolly dot1x force

#
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5. Configure the DHCP server on the device, and enable dot1x authentication on the correspondent interface.
#

interface VIanif4090

ip address 192.89.6.202 255.255.255.0
dhcp select interface

interface GigabitEthernet1/1/0

port link-type hybrid

port hybrid pvid vlan 4090

port hybrid untagged vlan 4090
authentication-profile tolly

#

6. The tested device displays 802.1X authentication statistics information, which indicates that the authentication
succeeds.

Test
Results

o o

r-id 16094

0010-9410-0003

02.1x authentication
ADIL

: None

[Tolly_auth
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Source Timestamp 2016-10-13 06:46:11.27
Received Timestamp 2016-10-13 06:46:11.271
Policy Server ISE2
Event 5200 Authentication succeeded
Username tolly
User Type User
Endpoint Id 00:10:94:10:00:03
Test Calling Station Id 00-10-94-10-00-03
Results

Authentication Identity Store
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device

Device Type

Internal Users

User [dentity Groups:Tolly_Group

dotix

CHAP

Framed
Tolly-12700

All Device Types
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Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

5200 Authentication succeeded
tolly &

00:10:94:10:00:03 B

Default >> TLS >> Default
Default >> NIG_PreCPP

PermitAccess

Authentication Details

Source Timestamp
Received Timestamp

Policy Server

Test T
Results Username
User Type
Endpoint Id

Calling Station Id
Authentication Identity Store
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device

Device Type

Location

NAS IPv4 Address

NAS Port Id

NAS Port Type
Authorization Profile
Posture Status

Response Time

2016-10-13 06:46:11.27
2016-10-13 06:46:11.271

ISE2

5200 Authentication succeeded
tolly

User

00:10:94:10:00:03
00-10-94-10-00-03

Internal Users

User Identity Groups:Tolly_Group
dotix

CHAP

Framed

Tolly-12700

All Device Types

All Locations

192.89.15.101
slot=1;subslot=0;port=0;vlanid=10
Ethernet

PermitAccess

NotApplicable

25

Identity Services Engine

24423

15036
15004
15016
11002

Received RADIUS Access-Reque
RADIUS created a new session
Evaluating Policy Group
Evaluating Service Selection Poli
Queried PIP - Radius.Called-Stat
Matched rule - TLS

Evaluating Identity Policy
Matched Default Rule

Selected identity source sequenc
Selected Identity Source - Interna
Looking up Endpointin Internal E
The host is not found in the intem
Selected Identity Source - Interna
Looking up User in Internal Users
Found Userin Internal Users IDS
Authentication Passed

ISE has notbeen able to confirm
authentication

Evaluating Authorization Policy
Matched rule - NIG_PreCPP
Selected Authorization Profile - P
Returned RADIUS Access-Accep
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Other Attributes

ConfigVersionld m

DestinationPort 1812

Protocol Radius

NAS-Port 16777226

Framed-Protocol PPP
00:00:07:db:3b:06:57:fe:01:40:3¢:23:32:35:35:2€:32:35:35:20:32:35:35:2:32,

NRBdorSDeciC GoTo 014701 77 6560505931 3237 0 301088531 3537 3030960
6:00:00:00:01

Acct-Session.dd $1270001000000000010d352b0003ede

NetworkDeviceProfileName Cisco

NetworkDeviceProfileld 8ade1f15-aef1-4a9a-8158-d02e835179db

IsThirdPartyDeviceFlow false

RadiusFlowType Wired802_1x

SSID 54-39-DF-C9-9A-E0

AcsSessionlD ISE2/265353892/2665

Stores Internal o

Stores Internal Users

Stores GuestUsers

Stores Tander

Stores testcom

Test Stores Inmm_sche
Results icat Ty TR

Stores AD1
AuthorizationPolicyMatchedRule NIG_PreCPP
CPMSessioniD €05900bc20UgWwZvhOmzN1gmTKdsaaNzO5HIxe4HhBWxpmpyVPE
EndPointMACAddress 00-10-94-10-00-03
ISEPolicy SetName Default
AllowedProtocolMatchedRule s
Identity SelectionMatchedRule Default
Network Device Profile Cisco
Location Location#All Locations
Device Type Device Type#All Device Types
RADIUS Username tolly
NAS-Identifier $12700
Device IP Address 192.89.15.101
Called-Station-ID 54:39.DF.C9:9AED

Result
s ReauthSession:c0590bbc20UgWwZvhOmzN 1gmTKdsaaNzO5HIxe4HhBWxpm
tate PYVPE
Class CACS:c0590bbc20UgWwZvhOmzN 1gmTKdsaaNz05HIxed HhBWxpmpyVPEIS
E2/265353892/2665
LicenseTypes 5
J >

LY ENTERPRISES, LLC PAGE 10 OF 146



http://www.tolly.com
http://www.tolly.com

Huawei S Series Switches with VRP5 Software #216102

Tolly.

Test 1.2 EAP-MD5

Verify the 802.1X authentication method with the EAP-MD5 authentication protocol when a Huawei S switch
works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server.

Obijective

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain.

3. Configure the Huawei switch 802.1X authentication mode as EAP.
#
dot1x-access-profile name tolly
dot1x authentication-method eap

#

Procedure |4. Enable 802.1X authentication globally and on the interface Port_1.
Use the PC to initiate the 802.1X authentication in the EAP-MD5 mode, and expected result 1 is displayed.

Pass

e . The PCis authenticated to have network access.
Criteria
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Test
Results

Aulhenlicalion Delails

Source Tinestamp
Received Timestamp
Policy Server

Event

Username

User Type

Endpoint Id

Calling Station ki
Authentication Identity Store
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device

Device Type

Location

NAS IPv4 Address

NAS Port Id

5200 Authenticabon succeeded

tolly

Usar

001094100003

00-10-94-10-00-03

Internal Users

User lgentity Groups:Tolly_Group

Framed

Tolly-12700

All Davice Types
All Locatons
192,69,15,101

slot=1_subslot=0port=0;vianid=10
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Identity Services Eng

Overview
Event
Username
Endpoint id
Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

Authentication Details

Source Timestamp
Received Timestamp

Policy Server

Test
Results

Event

Username

User Type

Endpoint id

Calling Station Id
Authentication Identity Store
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device
Device Type

Location

NAS IPv4 Address
NAS Port Id

NAS Port Type
Authorization Profile
Posture Status

Response Time

5200 Authentication succeeded

tolly & 15049
= 15008

00:10:94:10:00:03 &
15048
15004
1507
12000
Default >> NIG_PreCPP 11006
PermitAccess 11001

ISE2 24217
5200 Authentication succeeded
tolly 219

User

00:10:94:10:00:03

00-10-94-10-00-03

Internal Users

EAP-MD5

Framed

Tolly-12700

All De

Types

All Locations

slot=1;subslot=0;port=0:vlanid=10

Ethernet

PermitAcc

NotApplicable

d RADIUS A

que

RADIUS created a new sessi

on
Ev
Eva

jating Service Selection Poli

Jueried PIP - Radius Called-Stat

Matched rule - TLS

Extracted EAP-Resp
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d RADIUS Access-Reque¢

RADIUS is re-using an existing s¢

Ext
a

\P-Re
pting EAP-MD

Evaluating Identity Policy

Default Rule

ed identity source sequenc
ed Identity Source - Interna
Looking up Endpointin Internal E
The host is not found in the intem
Identity Source - Interna
Looking up User in Internal Users
Found User in Internal Users IDS
Authentication Passed

EAP-MDS authentication s

Prepare

ISE has no
authen

py
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Other Attributes

ConfigVersionk

DestinationPort

Pr

NAS-Port

Framed-Protos

Framed-MTU

gin.IP-Host

State

fendor Specific

NetworkDeviceProfileName

NetworkDeviceProfileld

s ThirdParty DeviceFlow

RadiusFlowType

SSID 54

AcsSessioniD

y Stores

tity Stores  Ta:

Test SelectedAuthenticationide

SelectedAuthenticationidentity Stores  te
ReSU|tS SelectedAuthenticationidentity Stores

SelectedAuthenticationidentity Stores

SelectedAuthenticationidentity Stores

AuthorizationPolicyMatchedRule N

CPMSessioniD

EndPoIntMACAddress

SEPolicy SetName D

AllowedProtocolMatchedRule L

dentity SelectionMatchedRule

Network Device Profile

L ation

Device Type

RADIUS Username

NAS-identifier 2

Device IP Address

Called-Station-ID 54

Re t
State VP
Class

LicenseTypes

edAuthenticationidentity Stores  Interr
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Verify the 802.1X authentication method with the PEAP authentication protocol when a Huawei S switch works
as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server.

Obijective

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain.

3. Configure the Huawei switch 802.1X authentication mode as EAP.
#
dot1x-access-profile name tolly
dot1x authentication-method eap

#

Procedure |4. Enable 802.1X authentication globally and on the interface Port_1.
5. Usethe PCto initiate the 802.1X authentication in the PEAP mode, and expected result 1 is displayed.

Pass

e . The PCis authenticated to have network access.
Criteria
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er-id 16086

160

Test
Results
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Test
Results

Authentication Details

Source Timestamp
Recelved Timestamp
Policy Server

Event

Usermame

Usar lype

Codpolnt i

Calling Station ki

Pvd Address
Authentication Identity Store
Idantity Group
Authemtication Method
Authontication Protocol
Service Type

Notwork Dovico
Device Type

Localon

NAS 1IPv4 Address

NAS Poet id

2016-10-1306:30.03 305

2016-10-1306:39:03 306

ISF2

5200 Authanticaton succeaded

wlly

usar

JC.97.0C.09.0D.51

Jc-4700-d0-b0-01

1920917109

Inlemal Usars

Usar lenrtyy Ceoups:Tolly _Oroup

dolix

PEAR [EAP-MSCHAPY2)

Framed
lally-12700

All Device Types
All Locatans
1929915101

val=1 subeal=1 peed=t vard=10
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Overview
Event 5200 Authentication succeeded

Username tolly &

Endpoint id

Endpoint Profile

Authentication Policy Default >>
Authorization Policy Default >> NIG_PreCPP
Authorization Result PermitAccess

Authentication Details

Source Timestamp

Received Timestamp

Policy Server ISE2
Event 5200 Authentication succeeded
TeSt Username tolly
ReSU|tS User Type User

7:0E:D9:BD:91

Endpoint id

Calling Station Id 7-0e-d9-bd-91

Received RADIUS

IPv4 Address 09

11018 RADIUS is re-using an existing session
Authentication Identity Store Internal Users
Identity Group User Identity Groups:Tolly_Group

11006 Returned RADIUS

Authentication Method dotix
11001 Re:

Authentication Protocol

Service Type Framed

Network Device Tolly-12700

Device Type All Device Types

Location All Locations

NAS IPv4 Address 5.101

NAS Port id slot=1;subslot=1;port=1,vlianid=10

NAS Port Type Ethernet

Authorization Profile
Prepared TLS Finished message
Posture Status NotApplicable

TLS handshake succeeded

PEAP full h

©

Response Time

ed EAP-Request with anot

440NE  Mabirmad RARNIC Annnnn Ahallannn
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Other Attributes 0 A
ConfigVersionk
DestinationPort 2 Prepared EAP-R { t el
Protocol Ra <
NAS.Port 2 Received RAL

Framed-Protoco

Framed.MTU : ‘ |
Login-IP-Host
State : 2 o v a !
Vendor Specif . Frc 4
NetworkDeviceProfileName At y !
NetworkDeviceProfiield ef1-4a%a 26835179d 41 Eval
IsThirdPartyDeviceFlow f :
Radius FlowType
SSID
Acs SessioniD 212 272659
SelectedAuthenticationidentity Stores
octedAuthenticationidentity St te
SelectedAuthenticationidentity Stores : !

SelectedAuthenticationidentity Stores  Tande

enticatio

SelectedA ntity Stores

Test SelectedAuthenticationidentity Stores [F f 2304 scted EAP-Rest )
Resu|ts SelectedAuth

ticatio

dentity Stores  All_A n_Points . Extracted EA

SelectedAuthenticationidentity Stores 4 ar EAP-M A
AuthorizationPolicyMatchedRule NIG_PreCPF
CPMSessioniD ] XFx®od MfF MphOeQt NtV 2 - " y
EndPointMACAddress )7-0E-D N
ISEPolcy SetName Defa A A
AllowedProtocolMatchedRule LS 2304 Extracted EA ponse cont
Identity SelectionMatchedRule Defa . !
Network Device Profile S lua | )
Location L ation#All L
Device Type evice Type#All Device Type
-
RADIUS Username 1 ) F L
NAS-identifier 2 Eana fear
Device IP Address
Called-Station-IC 4:39.D0F JOA
Result
State ReauthSession:c0590 XFibod FP UM ot
Class : : Mpk f N
MS.MPPE-Send-Key
MS-MPPE-Recv-Key
LicenseTypes
« »
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Test 1.4 EAP-TLS

Verify the 802.1X authentication method with the EAP-TLS authentication protocol when a Huawei S switch
works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server.

Obijective

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain.

3. Configure the Huawei switch 802.1X authentication mode as EAP.
#
dot1x-access-profile name tolly
dot1x authentication-method eap

#

Procedure |4. Enable 802.1X authentication globally and on the interface Port_1.
Use the PC to initiate the 802.1X authentication in the EAP-TLS mode, and expected result 1 is displayed.

Pass

e . The PCis authenticated to have network access.
Criteria
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ame

Test
Results

=]
ion method

None
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Authentication Details

Source Timestamp
Rocetved Timestamp
Polcy Server

Event

Username

Endpoint i

Calling Station ld
Pv4 Address

Authontication Method
Test
Results

Authenticaton Protocol
Service Type

Neotwork Davice

Device Type

Location

NAS IPvd Addrass

NAS Port 4

2016-10-13 06 3132 863

2016-10-13 063132 864

ISE2

5200 Authentcation succeeded

zhaoglangan
3CH7.0E09.80.9

07000320391

1928917106

All Locavons
192 89 1% 101

subaialz 1 ootz 1 viar

slalz

nd=10
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Test
Results

ol Identity Services Engine

Event 5200 Aument succeeded
Sername Jangiar ¢ Mat

Endpoint K

Endpomnt Profile . . A Abes e

Authentication Policy

Authorization Policy ) ’
Authorization Result
Authentication Details
Source Timestamy
Received Timestamp
Policy Server
Event 5200 Authentcation sucteede
sername 2 lar
Endpoit i
alling Station d
'v4 Address
Authenticaton Method
Authentication Protocol
Service Type
Network Devics T
Device Type
a
Location A, il
NAS IPv4 Address
NAS Port id '
NAS Port Type " )

Authorization Profile

Posture Status

Response Time
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EAP-TTLS

Verify the 802.1X authentication method with the EAP-TTLS authentication protocol when a Huawei S switch

ObJeCtlve works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server.

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain.

3. Configure the Huawei switch 802.1X authentication mode as EAP.
#
dot1x-access-profile name tolly
dot1x authentication-method eap

#

Procedure |4. Enable 802.1X authentication globally and on the interface Port_1.
Use the PC to initiate the 802.1X authentication in the EAP-TTLS mode, and expected result 1 is displayed.

Pass

e . The PCis authenticated to have network access.
Criteria
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Authentication Policy Default == Dot1x-Peap == Default
Authorization Policy Default == BYOD_IOS_NSP
Authorization Result Peap_Author_NSP
Authentication Details
Source Timestamp 2016-11-03 16:08:20.962
Recemved Timestamp 2016-11-03 16:08:20.962
Policy Server ise-a
Test Event 5200 Authentication succeeded
Results
Username zhangcong
User Type User
Endpoint Id 24:00:BA:06:C8:43
Calling Station Id 24-00-ha-06-c8-43
Authentication ldentity Store Internal Users
Identity
Authenti¢ation Method dot1x
Authenti¢ation Protocol EAP-TTLS (EAP-MSCHAPY2)
Service Hy'pe Framed
Network Device S5720HI
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EAP-FAST

Verify the 802.1X authentication method with the EAP-FAST authentication protocol when a Huawei S switch

ObJeCtlve works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server.

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain.

3. Configure the Huawei switch 802.1X authentication mode as EAP.
#
dot1x-access-profile name tolly
dot1x authentication-method eap

#

Procedure |4. Enable 802.1X authentication globally and on the interface Port_1.
Use the PC to initiate the 802.1X authentication in the EAP-FAST mode, and expected result 1 is displayed.

Pass

e . The PCis authenticated to have network access.
Criteria
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Test T 1ting ion ID L Tc y 000010
Results : : ' :

. Terminal

tion e : z authentication
ication method

None

Tolly auth
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Authenlicalion Delails
Source Timestamp 2016-10-2002:35:51.28
Received Timestamp 2016-10-2902:35:51.281
Policy Server ISE2
Event 5206 PAC provisioned
username toliy1
User Type User
Endpoint id 3C.07.0E:D9:BD:O1
Calling Station Id 3¢-97-0e-d9-bd-91
Test
Results Endpoint Profiie Huawel_PC
IPvd Address 102.89,11,243

Authentication ldentity Store
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device

Device Type

Location

NAS IPv4 Address

Internal Users
User Identity Groups.Tolly_Group Unknown

aotix

EAP-FAST (EAP-MSCHAPV2)

Framed
tolly-127-2

All Device Types
All Locations

192.69.11.10
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Identity Services Engine

Steps

Overview

Event 520

Username tolty1 & 15049 Evaluating Po

Endpoint id c.o7

Endpoint Profile Huawei_PC
Authentication Policy Defa SLAM_dot1X
Authorization Policy fault

Authorization Result

Authentication Details

Source Timestamp
Received Timestamp
Policy Server SE2 12102

Event 5206 PAC pro

Username

User Type

Test Endpontia coTe o
Results o

Endpoint Profile Huawel_PC

IPv4 Address 192.89.11.24

Authentication identity Store terna

identity Group ser kdentity Groups-Tolly Group.Unknown

Authentication Method dot

Authentication Protocol EAP-FAST (EAP-MSCHAPV2

Service Type Framed

Network Device tolly-127-2

Device Type All Device Types

Location All L

NAS IPv4 Address

NAS Port id slot=1s t=1.port=0.vianid=4090

NAS Port Type Ethemet e

Response Time
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Other Attributes
ConfigVersionid 2104 AP-Response containing EAP-FA lenge-fesponse
DestinationPort A 4,
Protocol Radius 2105 Prepare th another E enge
NAS-Port 7820
Framed-Protocol i 1018 RAD
Framed-MTU 500 N ! a .
22 Extracted EAP-Resp sefdent el
Login-IP-Host 0.0.00 Prepared EAP-Request | E
" iC nll h L 4 I ] Aa
State slon|D=1S: i pa A anothe T
Vendor Specifi At it Pbariles A Ln - R
1 acle R tai T
NetworkDeviceProfileName Ni cle .
El 3 1 M: 3 e
NetworkDeviceProfileld 1112207-aae6-4faa-0f0d-ea313a34bfe
41 Evaluat
IsThirdPartyDeviceFlow true 006 Matched DefaultR
RadiusFlowType Wired802
) 54-39-DF-C9-9A-E0 24212 F orin Internal Users IDSt
Acs SessioniD SE2/266937011/14 ION Fassec
SelectedAuthenticationidentity Stores  Inter ¢ ; ; . -
TeSt AuthorizationPolicyMatchedRule T Jot1X 0 Returned RAL A
R |t IssuedPacinfo ssued PAC type=T A with expiration time: F 27 02:35:51 2017 ' S
CPMSessioniD 05900b¢ YAHGEUShVBPoPomYpx4i_uoriMev 1BbAIWY 2104 Ext e e
EndPointMACAddress 97-0E-D9-BI 0 " ' re
EapChainingResult No chainin 1814 ef EAP-MSCHAP authenticat
ISEPolicy SetName R .
AllowedProtocolMatchedRule AM_dot1X 29 ent EA & ndicat .
2 Prepare I 3 erE T
identity SelectionMatchedRule t
HostidentityGroup Endpoint Identt
Location Location#All Locatior
4 Extracted P ta X
Device Type Device Type#All Device Types T ervol Hon ¢
RADIUS Username anonymous t prov aton PAC when the statele: e
NAS.identifier Tolly_aut 2200 Approved EAP-FA ent
Device IP Address 32.89.11.10 2442 ! ! P .
Called-Station-ID 54:39.DF.CO.9AE 50 Evaluating Authorization P
2 th a: € T
2104 acted EAP-Response contain AP-FA a esponse
504 Prepared EAP-Fai
»
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Test 2.1 Wired MAC Authentication
Obiecti Verify the MAC authentication method for a wired PC when a Huawei S switch works as the access control switch
jective and the Cisco ISE server works as the authentication (RADIUS) server.

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain. Add the PC’'s MAC address to the user list.

3. Configure the Huawei switch's MAC authentication profile.

4. Connect the PC to the Huawei S Switch and expected result 1 is displayed.

Procedure
=
PC DUT
P.aSS. The PCis authenticated to have network access.
Criteria
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1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the Huawei switch 802.1X authentication mode as EAP.
#
radius-server template tolly_mac
radius-server shared-key cipher huawei123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
undo radius-server user-name domain-included
calling-station-id mac-format hyphen-split mode2
radius-attribute set Service-Type 10
#
domain tolly_mac
authentication-scheme tolly
authorization-scheme tolly
radius-server tolly_mac

Test #

Results
3. Configure the aaa scheme.

#

aaa

authentication-scheme tolly
authentication-mode radius
authorization-scheme tolly
accounting-scheme tolly
accounting-mode radius
domain tolly_mac
authentication-scheme tolly
accounting-scheme tolly
radius-server tolly_mac

#
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4. Configure the MAC authentication profile on the device.
#
mac-access-profile name tolly
mac-authen username macaddress format with-hyphen normal uppercase
authentication-profile name tolly_mac
mac-access-profile tolly
access-domain tolly_mac
#

5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
#
interface Vlanif4090
ip address 192.89.11.10 255.255.255.0
dhcp select interface
#
interface XGigabitEthernet1/0/0

R-GI-EETTS port link-type hybrid

port hybrid pvid vlan 4090
port hybrid untagged vlan 4090
authentication-profile tolly_mac

#

6. Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.
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-id 16069

1606

o0n-

tol

001 10
] T PR

an/UserVlan
time
ceounting ¢ ID

a Terminal

authentication

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 37 OF 146


http://www.tolly.com
http://www.tolly.com

Huawei S Series Switches with VRP5 Software #216102

Tolly.

Test 2.2 Wired 802.1X Authentication
Obiecti Verify the 802.1X authentication method for a wired PC when a Huawei S switch works as the access control
Jective switch and the Cisco ISE server works as the authentication (RADIUS) server.

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain. Add the PC’'s MAC address to the user list.

3. Configure the Huawei switch's 802.1X authentication profile.

4. Connect the PC to the Huawei S Switch and expected result 1 is displayed.

Procedure
=
PC DUT
P.aSS. The PCis authenticated to have network access.
Criteria
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1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
#
radius-server template tolly
radius-server shared-key cipher huawei123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
undo radius-server user-name domain-included
calling-station-id mac-format hyphen-split mode2
#
3. Configure the aaa scheme.
#
aaa
authentication-scheme tolly
authentication-mode radius
Test authorization-scheme tolly
Results

accounting-scheme tolly
accounting-mode radius

domain tolly
authentication-scheme tolly
accounting-scheme tolly
radius-server tolly

#

4. Configure the 802.1X authentication profile on the device.

#

dot1x-access-profile name tolly

authentication-method eap

authentication-profile name tolly

dot1x-access-profile tolly

access-domain tolly dot1x force

#
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5. Configure the DHCP server on the device, and enable dot1x authentication on the correspondent interface.
#

interface VIanif4090

ip address 192.89.6.202 255.255.255.0
dhcp select interface

interface GigabitEthernet1/1/0

port link-type hybrid

port hybrid pvid vlan 4090

port hybrid untagged vlan 4090

authentication-profile tolly

#

6. Enter the correct user name and password on the device for authentication. Check the user address and
authentication information, and expected result 1 is displayed.

Test
Results

el Identity Services Engine Fome

» Operations ~ Policy » GuestAccess » Administration » Work Centers

Authentication Authorization Profiling  Posture Client Pravisioning » Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should us
Faor Policy Export go to Administration = Backup & Restore = Polic
Policy Type (O Simple  (® Rule-Based

e to communicate with the network devices, and the identity sources that
port Page

SLAM_dot1X JIf Wireless_802.1XOR
Wired_802.1XAllow Protocols : zhcong  and
Default use Internal Users
SLAM_MAB JIf Wired_MAB OR
Wireless_MABAllow Protocols @ zhcong  and
a2 Default :use Internal Endpoints
Authentication :If 802.1%OR
MACAllow Protocols © Authentication  and
v Default :use Internal Users
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i dentity Services Engine

Home » Operations ~ Policy » GuestAccess » Administration » Work Centers

Authentication  Authorization Profiling  Posture  Client Provisioning » Policy Elements

Authorization Policy

Define the Authorization Policy by confi
For Policy Export go to Administratio

uri

3y rul

d on identity
Backup & Restare

groups and/or other conditions. Drag and drop rules to change the order
Policy Export Page

| First Matched Rule Applies v

» Exceptions (0)

Status Rule Name Conditions {identity groups and other conditions) S

@ Tolly_dot1X Tolky_Group work_time(AMS-PMBE) Tolly vian 11

[] Tolly-dot1X_2 Tolly_Group Other_time(PMB-AMS) tolly vlan 12

] SLAM_MAC SLAM_MAC Wireless_MAB OF Wired_MAB Tolly vlan 11

@ BYOD_NSP Radius:NAS-IP-Address EQUALS 192.89.11.10 NIG_NSP_redirect

C MNIG_PreCPP MNIG_PostureStatus_PreCom Radius:NAS-IP- MNIG_CPP_redirect
fAdvmnn FALINL A AAA AR 44 40
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Test 2.3 Wireless MAC Authentication
Obiecti Verify the MAC authentication method for a wireless client when a Huawei S switch works as the access control
Jective switch and the Cisco ISE server works as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
3. Configure the RADIUS server profile and aaa profile on the switch.
4. Configure the MAC authentication profile on the device.
5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
6. Inthe WLAN view, configure the security and SSID profiles. Bind the security and authentication profiles,
service WLAN, forwarding mode, and SSID profile to the VAP profile. Configure the AP Group and bind it to the
VAP profile.
7. The terminal accesses the wireless network through the SSID. Expected result 1 is displayed.
Procedure
((( )) Port_1
% N
AP DUT P
Network ISE
Wireless Terminal
P.aSS. The wireless laptop is authenticated to have network access.
Criteria
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Wireless 802.1X Authentication

Verify the 802.1X authentication method for a wireless client when a Huawei S switch works as the access

ObJeCtlve control switch and the Cisco ISE server works as the authentication (RADIUS) server.

1. Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
Configure the RADIUS server profile and aaa profile on the switch.

Configure the aaa scheme.

Configure the 802.1X authentication profile on the device.

Configure the DHCP server on the device, and enable dot1x authentication on the correspondent interface.

U ORI O

In the WLAN view, configure the security and SSID profiles. Bind the security and authentication profiles,
service WLAN, forwarding mode, and SSID profile to the VAP profile. Configure the AP Group and bind it to the
VAP profile.

8. The user accesses the wireless network through the SSID, and enters the user name and password for
authentication. Expected result 1 is displayed.

((( ")) —Ea Port_1 Q
AP DUT IP
L

Network ISE
Wireless Terminal

Procedure

Pass

. The wireless laptop is authenticated to have network access.
Criteria
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~ user-id 16304

Test g a .
Results ! - on ID : Tolly_a010( : 741d0004acd

Online time

DHCP option ID

DHCP content

DHCP © on ID =

DHCP c n content w 03N006N017w
Dy

authentication

ion method
Current authori n method
Current accounting method : None
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CPMSessionlD
EndPointMACAddress
ISEPolicy SetName
AllowedProtocolMatchedRule
Identity SelectionMatchedRule
Location

Device Type

RADIUS Username

NA S-ldentifier

Device IP Address

Test

Results Called-Station-ID

Result

1)

State

Class

Tunnel-Type
Tunnel-Medium-Type
Tunnel-Private-Group-ID
MS-MPPE-Send-Key
MS-MPPE-Recv-Key

LicenseTypes

c0590bbcD422QyTOuqj/h8YzPq8svW3mfl2WRRYGrO5EjEJVX0

6C-72-E7-72-DC-8
Default
Tolly_dot1X

Default

Location#All Locations

D8-49-0B-B7-DF-80:tolly

ReauthSession:c0590bbcD422QyTOuqj/h8YzPq8svW3mfi2WRRYGrO5EJEJVX
0

CACS:c0590bbcD4f22QyTOuQqj/h8YzPq8svW3Imfi2WRRYGrOSEJEJVX0:ISE2/26
5746011/154

(tag=1) VLAN
(tag=1) 802
(tag=1) 11

xR

© 2016 TOLLY ENTERPRISES, LLC

Tolly.com

PAGE 46 OF 146


http://www.tolly.com
http://www.tolly.com

Huawei S Series Switches with VRP5 Software #216102

Tolly.

Test 2.5 Wired and Wireless Web Portal Authentication (Huawei S Switch as the Portal Server)

Verify the web portal authentication method for a wired client and a wireless client when a Huawei S switch
Objective works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server. The web
portal is hosted on the Huawei S switch.

—_

Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
Configure the RADIUS server profile and aaa profile on the switch.

Configure the aaa scheme.

Load the ipsec.pem and ipseckey.pem certificates to the security file, and configure the ssl profile.
Configure the built-in Portal server on the switch, and obtain the URL address on the ISE server.
Configure the Portal authentication profile.

Configure the DHCP server on the device.

ONNCO I R

In the WLAN view, configure the security and SSID profiles. Bind the security and authentication profiles,

service WLAN, forwarding mode, and SSID profile to the VAP profile. Configure the AP Group and bind it to the
VAP profile.

Procedure |10- The useraccesses the wireless network through the SSID. Open a webpage and enter any address in the
address bar. Expected result 1 is displayed.

11. Configure the Portal authentication profile on the correspondent interface. The user accesses the network in
wired mode. Open a webpage and enter any address in the address bar on the PC. Expected result 1 is

displayed.
isplaye \
Port 1
(1) e = R ii7
DUT P
ad Network ISE
Wireless Terminal _pc

Pass

L The wired PC and the wireless laptop are both authenticated to have network access.
Criteria
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User Has Been Online
Login Time 0:13:12

IP Address

Test
Results

anm
anm

414000

AP name

RADIUS

RADIUS
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Position Heme=User Has Been Online
User Has Been Online
Login Tine 01312
Usernwee slam

IP AMdress

Test
Results

ID
* name
i ame

Terminal
& il il

AD IU =

RADIUS
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Test 2.6 Wired and Wireless Web Portal Authentication (Cisco ISE Server as the Portal Server)

Verify the web portal authentication method for a wired client and a wireless client when a Huawei S switch
Objective works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server. The web
portal is hosted on the Cisco ISE server.

—_

All devices are working properly. The test environment has been set up according to the networking diagram.

2. Related configuration has been completed on the ISE authentication server.

3. Configure the switch's IP address so that the switch can communicate with the ISE server.

4. Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.

5. Configure the RADIUS server on the switch.

6. Configure the aaa profile.

7. Configure the MAC authentication profile.

8. Configure the CoA authorization server.

9. Configure the ACL redirection on the switch.

10. Users access the network in wired mode for MAC authentication. Expected result 1 is displayed.

11. Open a web page and access any website. Enter the user name and password for authentication. Expected

Procedure result 2 is displayed.

\
Port_1
() e = RN i
DUT ol
AP Network ISE
- N
Wireless Terminal PC

1. When the user accesses the network for MAC authentication, the server delivers URL and redirection ACL.
Open a browser and enter any IP address in the address bar, the page is redirected to the Portal authentication

page.

Pass
Criteria

2. After entering the user name and password, the user passes the Portal authentication successfully.
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Test
Results

Terminal De
Redirect acl

authentication

None
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2 name

Test
Results

Current :

152 (2

user user-id

time
ing

:ation type
ion method
tion method
ounting method

ddr

16306

None

41d0004acd
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Test
Results

2 time
option

vaxt 10on

Uix! 1¢
upt
URL
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ID

C name

741d0004acd

Test
Results

line time
DHCP option ID

CP option content
DHCP opticn ID
DHCP option content

S

User authentication type

sl =

Current authen ation method

None
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Test 2.7 Wired Mixed Authentication

Verify the mixed MAC and 802.1X authentication methods for a wired client when a Huawei S switch works as
Objective the access control switch and the Cisco ISE server works as the authentication (RADIUS) server. The web portal is
hosted on the Cisco ISE server.

1. Configure the switch's IP address so that the switch can communicate with the ISE server.
Configure the RADIUS server profile and aaa profile on the switch.

Configure the aaa scheme.

Configure the MAC authentication and dot1x authentication profiles on the device.

Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.

R

Use the tester interface as the user terminal to connect to the DUT and enable the MAC-authenticated and
802.1X-authenticated ports. Expected result 1 is displayed

Procedure
=
PC DUT
Simulated by Spirent TestCenter
Pass Create two device users on the Spirent TestCenter interface for MAC authentication and 802.1X authentication
e respectively. After passing the authentication, the user obtains the IP address. The device shows that the

authentication succeeds.
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Configuration Steps:
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
#
radius-server template tolly
radius-server shared-key cipher huawei123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
undo radius-server user-name domain-included
calling-station-id mac-format hyphen-split mode2
#
radius-server template tolly_mac
radius-server shared-key cipher huawei123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
Test undo radius-server user-name domain-included
Results calling-station-id mac-format hyphen-split mode2
radius-attribute set Service-Type 10
#
domain tolly_mac
authentication-scheme tolly
authorization-scheme tolly
radius-server tolly_mac

#
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3. Configure the aaa scheme.
#
aaa
authentication-scheme tolly
authentication-mode radius
authorization-scheme tolly
accounting-scheme tolly
accounting-mode radius
domain tolly_mac
authentication-scheme tolly
accounting-scheme tolly
radius-server tolly_mac
domain tolly
authentication-scheme tolly
accounting-scheme tolly

radius-server tolly
Test

Results #

4. Configure the MAC authentication and dot1x authentication profiles on the device.
#
mac-access-profile name tolly
mac-authen username macaddress format with-hyphen normal uppercase
dot1x-access-profile name tolly
authentication-method eap
dot1x-access-profile tolly
mac-access-profile tolly
access-domain tolly dot1x force
access-domain tolly_mac mac-authen force
access-domain tolly force

#
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5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
#
interface Vlanif4090
ip address 192.89.11.10 255.255.255.0
dhcp select interface
#
interface XGigabitEthernet1/0/0
port link-type hybrid
port hybrid pvid vlan 4090
port hybrid untagged vlan 4090
authentication-profile tolly
#

6. Use the tester interface as the user terminal to connect to the DUT and enable the MAC-authenticated and
802.1X-authenticated ports. Expected result 1 is displayed

Results:
Test Create two device users on the tester interface for MAC authentication and 802.1X authentication respectively.
Results | after passing the authentication, the user obtains the IP address. The device shows that the authentication
succeeds.
@ Untitled.tce - Spirent TestCenter =181x]
Fle Edt View Tools Adions Diagnostks Help
DEE B s 3 Chassis ~ | 3% Apply &8 -4 00:00:00 | 3 B3 Technologes... |[Pyperspective ~ | [[3) Sequencer | @) Reporter | T Weards ~ 3 Summary... &
Test Conbigration m
B[ Sprent TestCenter 8s.4dd... X Delete “\, Create Unks... | % Edk Links... [ Edk Inkerface... & ks [} Download Certificates... 3¢ Delete All Certificates ?
Re Active Flter: (Unsaved) %
D Empty Fiter 5\ Clasr Actions ]
e a Emulated Device Interface | 802X ]| DHCP | Gid/Btod | DS4se | DHCP Server g
= @ AlPorts
Port Name Device Name Togs (20K |aAcie | Authentcation State EAP uthenticaton | sermame | Passward Authenticator MAC §
» Port [[3]1 Dot1x Chek.. 11 = Authenticated MOS tolly Huawel123
Port Jf3/1 MAC Chk... |1 [m] %”

Total: 2, printed:
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_auth-XGigabitEthernetl1l/0/0]di th
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1/0/0
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E

[Tolly auth-authen
i
Test authentication-prc¢
Results dotlx—-access-prc
mac—-access—-prof
access—-domain t«
ss—domain t«
ss—domain to
entication
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Test 2.7 Wireless Mixed Authentication

Verify the mixed MAC and Web Portal authentication methods for a wired client when a Huawei S switch works
Objective as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server. The web portal
is hosted on the Cisco ISE server.

1. Configure the switch's IP address so that the switch can communicate with the ISE server.
Configure the management VLAN, and assign IP addresses to APs. Configure network access for APs.
Configure the RADIUS server profile and aaa profile on the switch.

Configure the MAC authentication and Portal authentication profiles on the device.

Puogs N

Configure the DHCP server on the device, and enable combined MAC authentication and Portal authentication
on the correspondent interface.

6. Inthe WLAN view, configure the security and SSID profiles. Bind the security and authentication profiles,
service WLAN, forwarding mode, and SSID profile to the VAP profile. Configure the AP Group and bind it to the
VAP profile.

7. The wireless terminal accesses the network through the SSID for MAC authentication. Expected result 1 is
displayed.

8. For users who fail to pass the MAC authentication, allow them to perform the Portal authentication. Expected
Procedure result 2 is displayed.

((( R)) 4@ Port_1 Q
AP DUT P
L |

Network ISE
Wireless Terminal

Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device

hows that th hentication .
Pass shows that the authentication succeeds

Criteria Result 2: The user opens the browser and enters any IP address for Portal authentication. Enter the user name

and password, and the device shows that the authentication succeeds.
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1. The user goes online for MAC authentication, and obtains the correspondent VLAN address.

{Tolly_auth>dis acc s -user user-id 112

- MAC

ID . Tolly ' 140004

Wikmal=re
SISUN D

Test U nt @ : MAC authentication
Results s ent auth cation method : RADIUS
Current authorization method Qi
Current : RADIUS
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2. The user goes online for Portal authentication, and obtains the correspondent VLAN address.

user-id 111

111
ser name : slam
main-name

Test
Results

addr

~ aut Y : WEB authentication
Current *ation method : RADIUS
( i hod 3

RADIUS
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Test 3.1 Built-in Authentication Attribute: Dynamic VLAN
Obiecti Verify the built-in authentication attribute Dynamic VLAN when a Huawei S switch works as the access control
jective switch and the Cisco ISE server works as the authentication (RADIUS) server.

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme,
and configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Enable 802.1X authentication globally and on the interface Port_1.

4. Configure the authorization policy on the ISE server: Deliver the dynamic VLAN11. Create VLAN11 on the
device, and configure VLANIF11 as the DHCP IP address pool.

5. Use the PCto initiate the 802.1X authentication, and expected result 1 is displayed.

Procedure
=
PC DUT
Pass The tested device displays 802.1X authentication statistics information, which indicates that the authentication
Criteria succeeds. Dynamic VLAN11 and IP address can be obtained.
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1. Configure the dynamic VLAN11 authorization in the ISE server authorization policy.

"dses 1dentity Services Engine » GuestAccess  » Administration  » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning ~Policy Elements
Dictionaries  » Conditions v Results

Authorization Profile Tolly vlan 11
» Authentication b f
Authorization Profile

~ Authorization * Name :Ta‘ y vian 11
Authorization Profiles Description
Access Type

Downloadable ACLs

» Profiling Network Device Profile

» Posture

» Client Provisioning

v Common Tasks

ACL

9 VAN TagD 1 Edit Tag |IDName| 11 ]

w Advanced Attributes Settings

|Select an item ] =

Test
Results
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2. Create VLAN11 on the device. The device goes online after passing the authentication successfully, and obtains
the dynamic VLAN11.

7 auth-vlianifl1]
7 _auth-ip-pool-v

ip pool

gateway-—
Test
Results
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Test 3.2 Built-in Authentication Attribute: Dynamic ACL

Verify the built-in authentication attribute Dynamic ACL when a Huawei S switch works as the access control
switch and the Cisco ISE server works as the authentication (RADIUS) server.

Objective

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme,
and configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Enable 802.1X authentication globally and on the interface Port_1.

4. Configure the ACL 3000 authorization on the ISE server, and configure the correspondent ACL 3000 description
3000.in on the device.

5. Use the PCto initiate the 802.1X authentication, and expected result 1 is displayed.

6. Use the tester to send packets to the destination address 100.1.1.10, and expected result 2 is displayed.

Procedure

i

PC puT

Result 1: The tested device displays 802.1X authentication statistics information, which indicates that the
Pass authentication succeeds.

Criteria
Result 2: The tester sends packets to the destination address 100.1.1.10, and the traffic is denied.
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1. Configure the ACL 3000 dynamic authorization in the ISE server authorization policy.

» Authentication

~ Authorization

Dow

» Profilin
Profiling v Common Tasks

» Posture
¥ ACL

» Client Provisioning

¥ VLAN

v Advanced Attributes Settings

HW:HW-Input-Committed-Inform:

t-Committed-Inform

Test
Results
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3. The device goes online after passing the authentication successfully, and obtains the dynamic ACL.

name
maln-name

Test
Results

Cur thorization method
Current ounting method : None

[Tolly_auth]
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Test
Results

4. The tester sends packets to the destination address 100.1.1.10, and the traffic is denied.

= Al Devices (Hosts, Routers, ...)
B A1 Traffic Generators

5 All Stream Blocks

F Al Traffic Analyzers

B Teaffc Anslyzer
{ Capture

1 @ Source from inkemt (7816
5 Devices
B Traffic Generator
B Traffic Anslyzer
{ Capture

Basic Traffic:Resuls 1

Basic Traffic Results  Change Result View ~

Basic Counters | Ewors | Triggers

Port Name  hte (bps)

Total Rx Rate (bps)

B Add ~ F Generate Stream Block 3¢ Delete

Scheduling Mode

' Port Based

(% Load per Stream Block  |RateBased ¥

™ advanced Interleaving

€ Maruel Based

Status Active

G Ede... | Copy Weard...

Bandwidth Utization (%): 50
Burst See. f Duration Mode:
Irker Frame Gap e

Inker Frame Gap Unit

[ =] advanced...

]

50.00000 %

Continuous ¥

scheduing mode graphical example

Destination

Traffic Pattern | Type

TxPort

Rx Port

)

Displaying Stream Blocks 1 -1 | Tokal Stream Blocks: 1 | Selected 1 of 1

Protocols | Undersee/Oversze/Jumbo | PFC Counters

Tx L1 Count (bits)

Rx L1 Count (bits)

User Defined

TxLi Rate (bps) Rx L1 Rate (bps)

Tx L1 Rate (Percent)

Detailed Stream Results | Change Resut Yiew = )
Change Counter Mode:  Basic Mode

RxLiRa| BasicCourters | Ewors | Basic Sequencing | Advanced Se
Nomeflo | TxPorthame |RXPort | Aogregatedt

Streamfboc... |Source from

NJA 2
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Test 3.3 Huawei Authentication Attribute: Dynamic ACL Rule

Verify the Huawei authentication attribute Dynamic ACL Rule when a Huawei S switch works as the access
Objective | control switch and the Cisco ISE server works as the authentication (RADIUS) server. Huawei attributes can be
imported to the Cisco ISE server.

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme,
and configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

Enable 802.1X authentication globally and on the interface Port_1.
Configure the DACL authorization on the ISE server.

Use the PC to initiate the 802.1X authentication, and expected result 1 is displayed.

ey G

Use the tester to send packets to the destination address 100.1.1.10, and expected result 2 is displayed.

Procedure
_ N
PC DUT
Result 1: The tested device displays 802.1X authentication statistics information, which indicates that the
Pass authentication succeeds.
Criteria

Result 2: The tester sends packets to the destination address 100.1.1.10, and the traffic is denied.
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1. Configure the DACL dynamic authorization in the ISE server authorization policy.

» GuestAccess  » Administraion  » Work Centers ® licensewamng &4 O @

> Authentication ¥ VLAN TagiD 1 Edit Tag | IOName [ 11

~ Authorization

Downloadable ACLs v Advanced Attributes Settings
» Profiling

[Frw:+w-Data-Filter = [acl 10006 dest-ip 100.1.1.10 des
» Posture -

» Client Provisioning

w Attributes Details

Selecta network device profile to view attribute details

Cizco

Access Type = ACCESS_ACCEPT

Tunnel-Private-Group-1D = 1:11

Tunnel-Type = 1:13

Tunnel-Medium-Type = 1:6

HW-Data-Fiter = acl 10006 dest-lp 100.1.1.10 dest-ipmask 32 deny

Test
Results
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2. The device goes online after passing the authentication successfully, and obtains the dynamic DACL.

100044

Test
Results

authentication
DIU

uthor on methoc :
Current unting method : None

[Tolly_auth]
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Test
Results

3.

Fle Edt  View
JTd H 4 A
Test Corfiguration
L Sprent TestCenter
= Al Devices (Hosts, Routers, .
B Al Traffic Generakors
5 All Stream Blocks
J Al Traffic Anatyzers
2-@ Alports
3@ dient J8)S

B Traffic Generator

B Traffic Analyzer

{ Copture

5 @ Source from internt {8]6
3 Devices

B 1raffic Generator
B Traffic Analyzer
 Capture

[Z5] setvrs

» Source fro,

(G2 Chassis ~

Changs Result View ~ | 1%

Boy BEBSBRG il Technclogies.

B Add + Y Generate Stream Block 3¢ Delete | [G7Edt...

Scheduing Mode Bandwidth Ltiization (%): 50
€ Port Based Burst Sze:

(@ Load per StreamBlock  |Rate Based ..

™ Advanced Interleaving

]

Inter Frame Gap

Inter Frame Gap Unk:

 Marwal Based

Tags

Skatus Active Name

Displaying Stream Blocks 1- 1 | Total Stream Blocks: 1 | Selected 1 of 1

Basic Traffic Results
Basic Courters | Enors | Triggers  Protocols | Undersze/Oversizelumbo | PFC Counters | User Defined
Port Name  ste (bps) Total Rx Rate (bps) T L1 Counk (bits) Rx L1 Court (bRs) Tx L1 Rate (bps)
chent [j8f5 50 964 073152 5,248 500, 200, 146
0 0 4,104 o

&5 Copy Wizard...

[ Perspective «

t Duration Mode:

Rx L1 Rate (bps)

The tester sends packets to the destination address 100.1.1.10, and the traffic is denied.

% Untitled.tce - Spirent TestCenter
BE) Sequancer | ) Reporter | T Wizards » 3 Summary...  User Defauiks |

Tooks  Actions  Diagnostics  Help

50.00000 %

| Continuous. v

Traffic Pattern | Type

| Detailed Stream Results  Change Resul View ~

Change Counter Mode:  Basic Mode

Tx Port

Rx Port

TxLl Rate (Percert)  |RxLiRa Basic Courters | Ewors | Basic Sequencing | Advanced Se
- RxPort | Aggregated
o Namefl0 | Tx Port Name ik i

Source from,
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Test 3.4 Huawei Authentication Attribute: Dynamic UCL Group

Verify the Huawei authentication attribute Dynamic UCL Group when a Huawei S switch works as the access
Objective | control switch and the Cisco ISE server works as the authentication (RADIUS) server. Huawei attributes can be
imported to the Cisco ISE server.

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme,
and configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Enable 802.1X authentication globally and on the interface Port_1.

4. Configure the UCL-group 10 authorization on the ISE server, and create UCL-group 10 on the device. Create
and bind ACL 6000 to UCL-group 10.

5. Use the tester as a host to initiate the 802.1X authentication, and expected result 1 is displayed.

6. Use the tester to send traffic that matches ACL6000, and expected result 2 is displayed.

Procedure
_ N
PC DUT
Result 1: The tested device displays 802.1X authentication statistics information, which indicates that the
Pass authentication succeeds. The device can obtain the UCL-group 10.
Criteria

Result 2: The tester sends traffic that matches ACL6000, and the traffic is denied.
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» Authentication

~ Authorization

Authorization Profiles
Downloadable ACLs

» Profiling

» Posture

» Client Provisioning

‘s Identity Services Engine Home » Operations  [EGNIEH » Guest Access
Authi Authorization  Profiling  Posture  Client Provisioning = v Policy Eleme

utunizagun Frvine

*Name | Tolly vian 11

» Administration

1. Configure the UCL-group 10 dynamic authorization in the ISE server authorization policy.

» Work Centers

Network Device Profile Any «

ce Template

Track Movement

v Common Tasks

VLAN

Test
Results

v Advanced Attributes Settings

HW:HW-UCL-Group ] =[10

v Attributes Details
Select a network device profile to view attribute details:

Cisco
_VDE

Access Type = ACCESS_ACCEPT
HW-UCL-Group = 10
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2. Configure UCL-group 10 on the device. Create ACL 6000, bind it to UCL-group 10, and apply it.
=
/_auth-acl-ucl
tolly|destination 100.1.
Test
Results
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The user goes online after passing the authentication, and obtains the UCL-group successfully.

g ) 3400-0011
IP addr 7

5 . 1l -
nn-instanc 5

Ethernetl

50004acc
Test
Results

hen
urrent authori
Current

unting method None

& Untitled.tcc - Spirent TestCenter

4. The tester sends traffic that matches ACL6000, and the traffic is denied.

Fle €&t Vmw Tods Acions Disgrostics  Help

5 d @ s D

S[=]
3 Chassis ~ &an [ O Rl rechndoges... [Py Perspective + | [T5) Sequencer | ) Reporter | Ty Wazards + 3 Summary & Mansge Vrtus Machines. &
Test Configueation x
3 [ Sprent TestCenter A B 209 + Y Ganerate Stream Bock. I Delete | [FEdR... | B3 Copy waard - —_—_—_—_—
A (Hosts, Routers, ...)
Scheduling Mode Bandwcth Ltkzaticn (%) 10
@ Port Based Burst S 0 Ouration Mods: Cortiuons ¥
€ Load per Stream Block 7] trker Frame Gop
S @ Port /131
Devices

B Traffic Generator

Irker Frame Gap Unkt
B Traffic Ansbyzer

[—;] Advanced... PoetLoad...

{ Copture

S @ Pot i3
s Devices Qutus Adive | Nome 19 | index Controled By | Source Destination
B Traftk Ganeeater ¥ e
B Traffic Ansbya
Captwre

Port Traffic and Counters > Basic Trallic Results ~ Change Resut View ~ 15

Streams > Detailed Stream Results
Basic Counters | Emors | Triggers | Protocols | Undersce/Oversatdumbo | PFC Counters | User Defined | Advanced Sequencing
urt Total Rx Court
Port Name [y Total Tx Count (bits)

Change Resuk view ~ |15 1, B

Selact Tx Ports
Alports = SelctRxPorts:  AlPorts = | Change Counter Mode:  Busic Mode g
Total Rx Count (bks)  Total Tx Rate (bps) Total Rx Rate (bps) Basio Courters ~ Emces | Banc Sequencng | Advanced Sequncing | Histograms
ot/ ® 2 70,79, 191,69 17,57 864,654 97 ] NarafD | Tx Port Name :;:‘ g{z’:’;" Rx (',":g; :’,":‘:'; TxRate(bps) | RxRate (bgs)
» [Port 372 157 0 105,640 3 8,840 [§ streansioc... Port {131
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Test 3.5 Huawei Authentication Attribute: Dynamic CAR CIR (Rate Limiting)

Verify the Huawei authentication attribute Dynamic CAR CIR when a Huawei S switch works as the access control
Objective | switchand the Cisco ISE server works as the authentication (RADIUS) server. Huawei attributes can be imported
to the Cisco ISE server.

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme,
and configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

Enable 802.1X authentication globally and on the interface Port_1.
Configure the upstream and downstream CAR authorization on the ISE server.

Use the PC to initiate the 802.1X authentication, and expected result 1 is displayed.

ey G

Use the tester to send upstream and downstream test traffic, and expected result 2 is displayed.

Procedure
_ N
PC DUT
Result 1: The tested device displays 802.1X authentication statistics information, which indicates that the
Pass authentication succeeds.
Criteria

Result 2: The tester sends upstream and downstream traffic that is limited to a certain rate.
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1. Configure upstream and downstream CAR dynamic authorization in the ISE server authorization policy; the
CAR is limited to 300 Mbit/s.

“Usts’ ldentity Services Engine Home  » Operations [ERGNIISY » GuestAccess  » Administraion  » Work Centers
Authentication  Authorization  Profiling  Posture  Client Provisioning | v Policy Elements
»C ~Re
o
Authorization Profiles > Tolly vlan 11
» Authentication 2. an .
Authorization Profile
~ Authorization *Name [Tolly vian 11
Authorization Profiles Description |
Downloadable ACLs
» Profiling
» Posture
» Client Provisioning
w Common Tasks
ACL
¥ VLAN TagiD 1 Edit Tag |IDName| 11
v Advanced Attributes Settings
Test IQ‘U.‘:H'.‘.ulnou Committed-Inform: @) = [mu 0000( v ]
Results [Hw:Hw-output-Committed-Infor £] =[30000000¢ ”
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2. The device goes online after passing the authentication successfully, and obtains the authorized CAR.

S
Us
S

rminal

Test
Results
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Test
Results

3. The tester sends upstream and downstream test traffic at a rate of 1000 Mbit/s, and the traffic is limited to
300 Mbit/s.

& Untitled.tcc - Spirent TestCenter [_[2] %]
File Edit View Tools Actions Diagnostics Help

Nz d ﬂﬁ d 42 (3 Chassis ~ | | 3% Apply ﬁ f,', rw 00:00:00 %} B4 Technologies. .. [ Perspective ~ | [[5] Sequencer :

| Test Configuration x|

El- ([ Spirent TestCenter 2| @vadd... X Delete [ 1of1 ... ||~ Enable Global Analyzer Preload [

== Al Devices (Hosts, Routers, ...) ST

&‘ Al Traffic Generators

ik (S Bl Status Active Name 739 | tndex Controlled By | Source
B Al Traffic Anatyzers 5

E-@ AlPorts » 0 gen:
2@ Port /311 < 0 generator

= Devices
B Traffic Generator
ﬂ Traffic Analyzer

 Capture ‘
B-@ Port 312 J d
= Devices ;] Displaying Stream Blocks 1 -2 | Total Stream Blocks: 2 | Selected 2 of 2
Port Traffic and Counters > Basic Traffic Results = Change Resuk View ~ .:j rw f1 Streams > Detailed Stream Results | Change Result View ~ "i‘
[ 10f 1 Sedect Tx Ports:

Emors | Tnggers | Protocols  Undersize/OversizeAlumbo | PFC Counters | User Defined ¢ 'I All Ports v Select Rx Ports: Al Ports v

Port Name  Rx L1 Count (bits) T L1 Rate (bps) Rx L1 Rate (bps) TxL1Rate (Percent) | Rx| | Change Counter Mode:  Basic Mode v 6 Resampl

Basic Counters | Errors | Basic Sequencing | Advanced Sequencing | »

Rx Port Agaregated Rx | Tx Coun *
Names Port Count: (Frames

Port {j3j2 730,289,995 792 1,000,000,094 i0 3

Tx Port Name

saniedold pasodsy

120usnba § PUBIWOY |

|

1= £37,819,749,888 | : ! | L[ [ straamaiar |port itai> Part i3l | ¢ 25517,
« ] ] 8
Traffic Aggregate View:Resuts 1 [ Traffic View:Results 2 | Validation Errors | Log

StreamBlockStartCommand Waiting for 1 response(s). N

UL

I REX- XY () EETTEDETEEA
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Huawei Authentication Attribute: Service Scheme;
Test 3.6 Generic RADIUS Attribute: Framed-IP-Address (On-demand DHCP IP Address)

Generic RADIUS Attribute: Framed-Pool (On-demand DHCP Pool)

Verify the Huawei authentication attribute HW-Service-Scheme, the generic RADIUS attribute Framed-IP-
Address and the generic RADIUS attribute Framed-Pool when a Huawei S switch works as the access control
switch and the Cisco ISE server works as the authentication (RADIUS) server. Huawei attributes can be imported
to the Cisco ISE server.

Obijective

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme,
and configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Configure PPP authentication on the device so that the host can access the network after passing PPPoE
authentication.

4.  Configure HW-Service-Scheme: pppoe authorization on the ISE server. Create Service-Scheme: pppoe in the
AAA view. Bind Service-Scheme to the address pool vlan44.
After the PC dials in through PPPoE authentication, expected result 1 is displayed.

6. Add the service scheme pppoe in the default domain. Configure the frame-ip-address attribute in the ISE

Procedure authorization policy, and assign fixed IP addresses to users. Expected result 2 is displayed.

7. Add the service scheme pppoe in the default domain. Configure the frame-pool attribute in the ISE
authorization policy, and assign the IP address pool to users. Expected result 3 is displayed.

PC DuT

Result 1: The tested device displays authentication statistics information, which indicates that the PPP
authentication succeeds. The device can obtain addresses from the VLAN44 IP address pool.

Pass Result 2: The PC goes online after passing authentication successfully, and obtains the fixed IP address assigned
Criteria by the ISE server.

Result 3: The PC goes online after passing authentication successfully, and obtains the IP address from the IP
address pool delivered by the ISE server.
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Configuration:
1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme,
and configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Configure PPP authentication on the device so that the host can access the network after passing PPPoE
authentication.

#
interface Virtual-Template1
ppp keepalive retransmit 4
ppp mru 1400
ppp authentication-mode pap
ppp timer negotiate 5
ip address 44.4.4.1 255.255.255.0
#
#
Test interface Vlanif44
Results o
pppoe-server bind virtual-template 1
#
#
ip pool vlan44
gateway-list 44.4.4.1
network 44.4.4.0 mask 255.255.255.0
#
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4. Configure HW-Service-Scheme: pppoe authorization on the ISE server. Create Service-Scheme: pppoe in the
AAA view. Bind Service-Scheme to the address pool vlan44.

#

ip pool vlan44

gateway-list 44.4.4.1

network 44.4.4.0 mask 255.255.255.0
#

#

aaa

service-scheme pppoe
ip-pool vlan44

domain default
authentication-scheme radius
radius-server tolly

#

T 5. After the PC dials in through PPPoE authentication, expected result 1 is displayed.
est

Results Add the service scheme pppoe in the default domain. Configure the frame-ip-address attribute in the ISE

authorization policy, and assign fixed IP addresses to users. Expected result 2 is displayed.
#

aaa
service-scheme pppoe
ip-pool vlan44

domain default
authentication-scheme radius
radius-server tolly
service-scheme pppoe

#

7. Add the service scheme pppoe in the default domain. Configure the frame-pool attribute in the ISE
authorization policy, and assign the IP address pool to users. Expected result 3 is displayed.
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Results:

Dictionaries

» Authentication

~ Authorization
Authorzation Profiles
Downloadable ACLs

» Profiling
» Posture

» Client Provisioning

» Posture

» Client Provisioning

» Posture

» Client Provisioning

» Posture

» Client Provisioning

Test
Results

il identity Services Engine

Authentication  Authori;

» Conditions

1. Configure HW-Service-Scheme: pppoe authorization on the ISE server.

ML GuestAcc » Work Centers 0

zation  Profling  Posture

~ Policy Elements

Client Provisioning

thorization Profile:

Tolly vian 11
authorization Profile

*Name [Tally vian 11

Descrption [

License Waming A

Network Device Profile  any ~

Senvice Template

Track Movement

¥ Common Tasks

VLAN

¥ Advanced Attributes Settings

[HW:HW-Service-Scheme = [pooe

¥ Attributes Details
Select a network device profile 1o view attnbute detalls

L A 3 B -kus¥ireles:

Access Type = ACCESS_ACCEPT
HW-Service-Scheme = pppoe
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2. Configure the service scheme pppoe in the AAA view, and bind vlan44 IP address pool to pppoe. The user goes
online after passing authentication successfully, and obtains the pppoe service scheme and IP address.
l1ly auth-aaal]di th
authentication-scheme default
authentication-scheme radius
authentication-mode radius
authentication-scheme tolly
authentication-mode radius
authorization-scheme default
authorization-scheme tolly
accounting-scheme default
ccounting-scheme tolly
ccounting-mode radius
heme pppoe
Ry =)
Se}v;ce—sc
Test domain def
Results authentic
radius-se
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[OR1]

g8
HH KD

Test
Results
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3. Configure the frame-ip-address attribute in the ISE authorization policy, and users can obtain fixed IP
addresses.
ly auth-aaa-domain-default]dai

tion—-scheme radius
heme pppoe

Test

Results

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 88 OF 146


http://www.tolly.com
http://www.tolly.com

Huawei S Series Switches with VRP5 Software

#216102

Tolly.

orization  Profiling

dministration

» Work Centers

» Conditions
| 2ation Profile: Tolly vian 11
» Authentication tend o
futhorization Profile
~ Authorization *Name [Tally vian 11
zalio Description |
Downloadable ACLS T Access Type
Dl 1 Network Device Profile | any
» Posture
Senvice Template
» Client Provisioning Track Movernent

» Profiling

» Posture

» Client Provisioning ¥ Common Tasks

» Profiling
ACL
» Posture
VLAN
» Client Provisioning
» Profiling
» Posture
» Client Provisioning v Advanced Attributes Settings
Profili
s Radis:Framed-IP-Address = |
» Profiling )
» Posture
» Client Provisioning ¥ Attributes Details
Select a network device profile 10 view attribute details
1 7 1es.
Test : B :
Resu |ts Access Type = ACCESS_ACCEPT
Framed-IP-Address = 44.4.4.33
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assigned IP address pool.

[Tolly auth-aaa-domain-default]

"l Identity Services Engine Home  » Operations » GuestAccess b Administration  » Work Centers 0

wPolicy Elements

Profiing  Posture Client Provisioning
vResults

o

Tolly vian 11

» Authentication Rl
authorization Profile

~ Authorization *Name | Toly vlan 11

Authorizatio Description

» Profiling

Test
Results

» Posture

» Client Provisioning

» Posture

» Client Provisioning ¥ Common Tasks
ACL

» Posture
VLAN

» Client Provisioning

» Posture ¥ Advanced Attributes Settings

» Client Provisioning Radius:Framed-Pool = |vardd

Attributes Details

S network device profile to view atfribute details

Access Type = ACCESS_ACCEPT
Framed-Pool = viand4

4. Configure the frame-pool attribute in the ISE authorization policy, and users can obtain IP addresses from the

di th

License Waming A
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Test
Results
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Test 3.7 Generic RADIUS Attribute: NAS-Port

Verify the generic RADIUS attribute NAS-Port when a Huawei S switch works as the access control switch and the
Cisco ISE server works as the authentication (RADIUS) server.

Objective

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme,
and configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Enable 802.1X authentication globally and on the interface Port_1.
4. Use the PC to initiate the 802.1X authentication, and expected result 1 is displayed.

Procedure

—~—
-
_-.l‘

PC DuT

Result 1: The tested device displays 802.1X authentication statistics information, which indicates that the PC
passes authentication successfully. The access user's physical port number can be viewed on the ISE server
through the NAS-Port attribute.

Pass
Criteria
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1. The tested device displays 802.1X authentication statistics information, which indicates that the PC passes
authentication successfully. The access user's physical port number can be viewed on the ISE server through
the NAS-Port attribute.

16094
16094
Test
Results

: None
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Source Timestamp 2016-10- 064

Received Timestamp 2016-10-13 06:46 7

Policy Server SEZ

Event 5200 Authentication succeeded

Username

User Type User

Endpoint id

Calling Station Id 00-10-94-
Authentication Identity Store

Identity Group User Identity Groups
Authentication Method

Authentication Protocol ~HA
Service Type ramed
Network Device

Device Type All Device Types

Location All Locations

TeSt NAS IPv4 Address
Results NAS Port id R P e P A

NAS Port Type Ethernet
Authorization Profile PermitAccess
Posture Status NotApy able

Response Time 25
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Identity Services Engine

Overview
Event
Username
Endpoint Id
Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

Test User Type
ReSu|ts Endpoint Id

Calling Station Id
Authentication Identity Store
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device
Device Type

Location

NAS IPv4 Address
NAS Port Id

NAS Port Type
Authorization Profile
Posture Status

Response Time

5200 Authentication succeeded
tolly &

olly

00:10:94:10:00:03 ©

Default >> NIG_PreCPP

PermitAcc

00-10-94-10-00-03

Internal Users

CHAPMDS5S

Framed

port=0;vianid=10

Ethernet

PermitAccess

NotApplicable

Re:

ed RAD

RADIUS ¢

Evaluating

Evaluating Service

d PIP - Radius.Called-Stat
Matched rule - TLS
Evaluating Identity Policy

Matched Default Rule

ntin Internal £

Looking up End
The hostis not found in the intemn
Selected Identity Source - Interna
ooking up User in Internal Users
Found User in Internal Users IDS
Authentication Passed

ISE has
authentication

Evaluating Authorization
Matched rule - NIG_PreCPP
Selected Authorization Profile - P

Returned RADIUS Acce

s-Accep
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Other Attributes

ConfigVersionid

DestinationPort

Protocol Ra
NAS-Port 1677722
Framed.Protocol PPP

Vendor Specific

Acct-Session-id

NetworkDeviceProfileName

NetworkDeviceProfileld

IsThirdPartyDeviceFlow

RadiusFlowType

SSID

AcsSessioniD

SelectedAuthenticationidentity Stores

SelectedAuthenticationidentity Stores  Internal Users

SelectedAuthenticationidentity Stores
SelectedAuthenticationidentity Stores  Tande
SelectedAuthenticationidentity Stores  test.cor

SelectedAuthenticationidentity Stores  Initial

TeSt SelectedAuthenticationidentity Stores  All_AD_Join_Points
ReSU|tS SelectedAuthenticationidentity Stc

AuthorizationPolicyMatchedRule N/ PreCPF

CPMSessioniD ¢0590bbe2

EndPointMACAddress 00-10-94-10-00-03

ISEPolicy SetName

AllowedProtocolMatchedRule

identity SelectionMatchedRule Default

Network Device Profile

Location Location#All Locat

Device Type

RADIUS Username to

NAS-Identifier 5127

Device IP Address 192.89.15.101

Called-Station-ID 5

Result

State

Class

LicenseTypes
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Test 3.8 Post-rejection Authentication

Verify the post-rejection authentication when a Huawei S switch works as the access control switch and the
Cisco ISE server works as the authentication (RADIUS) server.

Objective

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme,
and configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Enable 802.1X authentication globally and on the interface Port_1.

4. Enter the correct user name and password on the PC to initiate 802.1X authentication. Expected result 1 is
displayed.

5. Configure the event on the device that if authentication fails, authorize VLAN10 to users. Configure VLANIF10
IP address pool.

6. Enter the wrong password for authentication on the PC. Expected result 2 is displayed.

Procedure

K

PC DuUT

Result 1: The tested device displays 802.1X authentication statistics information, which indicates that the
Pass authentication succeeds.

Criteria
Result 2: The PC authentication fails, and the PC obtains the VLANIF10 IP address.
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1. Enter the correct user name and password, and the PC can go online after passing the authentication
successfully.

IHO=nn= Tl =an= 2 - - 2 f0d
tollyl kil 0o1

_1j_'
auth]di
auth]d

er ID
er name
ame

1004aca

Test
Results

* authentication t >
nt authenti ion method

None
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2. Configure the event on the device that if authentication fails, authorize VLAN10.
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3. The PC authentication fails, and the PC obtains the VLANIF10 IP address.

No. | Time | Source | Destination |tength |Protocol | Info
125 11.475577 192.89.11.10 152.89.11.188 344 RADIUS Access-Request(l) (id=124, 1=298)
126 11.481650 192.89.11.188 192.89.11.10 212 RADIUS Access-Challenge(ll) (id=124, 1=166)
. 129 11.486462 192

.494810

152.89.11.188 426 RADIUS

Access-Request(l) (id=125, 1=380)

Frame 130: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface 0

Ethernet II, Src: Vmware 7f:c3:a6 (00:0c:23:7f:c3:a6), Dst: HuaweiTe cS:%a:eb (54:39:df:c9:%a:eb)
Internet Protocol Version 4, Src: 192.89.11.188, Dst: 192.89.11.10

User Datagram Protocol, Src Port: 1812 (1812), Dst Port: 1812 (1812)
RADIUS Protocol

Code: Access-Reject (3)

Packet identifier: O0x7d (125)

Length: 44

Authenticator: e99477¢392259591a229%a7ea71e38be
[This is a response to a regquest in frame 129]
[Time from request: 0.008348000 seconds]
Attribute Value Pairs

@333

)

1 el bk
[ T | 2 5
Test

Results

pe=airel IS0

19007
name
Domain-name
- MA
o 02N Grshsli

method

:thod
Current accounting method : None
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Test 3.9 Time-based Authentication Policy

Verify the time-based authentication when a Huawei S switch works as the access control switch and the Cisco
ISE server works as the authentication (RADIUS) server.

Obijective

1. Configure the switch's IP address so that the switch can communicate with the ISE server.
Configure the RADIUS server profile and aaa profile on the switch.

Configure the aaa scheme.

Configure the 802.1X authentication profile on the device.

Configure the DHCP server on the device, and enable dot1x authentication on the correspondent port.

S U A W

Enter the correct user name and password on the device for authentication. Check the user address and
authentication information, and expected result 1 is displayed.

7. Configure time ranges on the ISE server. Authorization policies vary with different time periods.

Procedure 7
[P network

Port_1

—
e

am— AL

PC DuT

Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.

Criteria
Result 2: Users obtain different authorization policies based on time periods.
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Configuration
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.

#

radius-server template tolly

radius-server shared-key cipher huawei123

radius-server authentication 192.89.11.188 1812 weight 80

radius-server accounting 192.89.11.188 1813 weight 80

undo radius-server user-name domain-included

calling-station-id mac-format hyphen-split mode2

#

3. Configure the aaa scheme.
#

aaa

authentication-scheme tolly

authentication-mode radius
Test

Results authorization-scheme tolly

accounting-scheme tolly
accounting-mode radius
domain tolly
authentication-scheme tolly
accounting-scheme tolly
radius-server tolly

#

4. Configure the 802.1X authentication profile on the device.
#
dot1x-access-profile name tolly
authentication-method eap
authentication-profile name tolly
dot1x-access-profile tolly
access-domain tolly dot1x force

#
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5. Configure the DHCP server on the device, and enable dot1x authentication on the correspondent port.
#
interface VIanif4090
ip address 192.89.6.202 255.255.255.0
dhcp select interface
interface GigabitEthernet1/1/0
port link-type hybrid
port hybrid pvid vlan 4090
port hybrid untagged vlan 4090
authentication-profile tolly
#

6. Enter the correct user name and password on the device for authentication. Check the user address and
authentication information, and expected result 1 is displayed.

7. Configure time ranges on the ISE server. Authorization policies vary with different time periods.

Test Results:

Test 1. Configure different time ranges and two dot1x authorization policies on the ISE server. Users obtain different
Results authorization policies based on their login time periods.

"tsey ldentity Services Engine Home » Operations ~ Policy » Guest Access » Administration » Work Centers

Authentication Authorization Profiling Posture  Client Provisioning ~ Policy Elements

Dictionaries v Conditions » Results

| ——————
(<)
» Authentication Time and Date Conditions
» Authorization Edit opFAdd [fyDuplicate = ¥ Delete
: [ | condition Name 4 | Description

Profiling

[0 other_time(PM6-AMS
» Posture (J work time(AM8-PM6
» Guest
~ Common

Time and Date
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el Identity Services Engine

» Authentication

» Authorization

Profiling

» Posture

» Guest

~ Common

Time and Date

Authentication Authorization

wConditions  » Results
——

Dictionaries

» Authentication

» Authorization

Profiling
Test » Posture
Results | »oces
~ Common

Time and Date

ik Identity Services Engine Home

Authorization

Proflling

Authentication

Authorization Policy

Fol

[ First Matched Rule Applies .

» Exceptions (0)

Rule Name

Tolly_dot1X

Tolly-dot1X_2

Home

Home

Profiling

Posture

v Policy » Guest Access » Administration

Authentication  Authorization  Profiling  Posture  Client Provisioning ~Policy Elements
Dictionaries  wConditions  » Results
[
Time and Date Conditions > work_time(AM8-PM6)

* Condition Name [ work_time(AM8-PM6)| ]

Description [

» Work Centers

License Waming

w Standard Settings

O AlDay Specific Hours

® EveryDay O specific Days

® No Startand End Dates O specific Date Range O Specific Date

» Exceptions

» Guest Access » Administration

» Operations

Client Provisioning = v Policy Elements

Posture

ons > Other_time(PM6-AM8)

* Condition Name : [ Other_time(PM6-AM8)

Description : I

» Work Centers

License Waming

w Standard Settings

O Al Day ® specific Hours

® Every Day O specific Days

O specific Date

No Start and End Dates Specific Date Range

» Exceptions

[ save JREESS

» Operations » Guest Access » Administration » Work Centers

Chient Provisioning  » Policy Elements

Tolly vian 11

tolly vian 12

License Waming &
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2. Auser goes online after passing the dot1x authentication, and obtains the correspondent authorization policy
based on the login time period.

Operations » Policy » Guest Access » Administration » Work Centers

ACACS Livelog  Reports » Troubleshoot  » Adaptive Network Control

nfigured Supplicants ' Misconfigured Network Devices * RADIUS Drops * Clent Stopped Responding * R
0 0 0 0
/e Sessions Add or Remove Columns ¥ ‘rf‘ Refresh @ Reset Repeat Counts Refresh| Every 5 seconds v | Show | Latest 50 records v
Status Detals |Repeat Count Identity * Endpont ID * Endpoint Profle ' | Authentication Policy | Authorization Policy ' Authorization Profi

@ Q 3 to 00:10:94:00:00:11 Default >> SLAM_dot... Default >> Tolly_dot1X | Tolly vian 11

@ Q tolly 00:10:94:00:00:11 Default >> SLAM_dot... Default >> Tolly_dotiX Tolly vian 11

Test
Results
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Test 4.1 Change of Authorization (CoA): Session Re-authentication

Verify session re-authentication when a Huawei S switch works as the access control switch and the Cisco ISE
server works as the authentication (RADIUS) server.

Objective

—_

Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
Configure the RADIUS server on the switch.

Configure the aaa profile.

Configure the MAC authentication profile.

Configure the CoA authorization server.

Configure the redirection ACL on the switch.

Users access the network in wired mode for MAC authentication. Expected result 1 is displayed.

v oo N o U s W

Open a web page and access any website. Enter the user name and password for authentication. Expected
result 2 is displayed.

((( R)) 4@ Port_1 A\‘

Network ACS
L T

Wireless Terminal PC

Procedure

Result 1: When the user accesses the network for MAC authentication, the server delivers URL and redirection
ACL. Open a browser and enter any IP address in the address bar, the page is redirected to the guest
management page.

Pass
Criteria

Result 2: After entering the user name and password, the user passes the Portal authentication successfully.
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1. Configure the RADIUS authorization server, and enable the device to respond to and process ISE CoA packets.
On the ISE server, change the CoA port number of the access device to 3799 (change the destination port
number in the 1.6.3 case).

#
radius-server authorization 192.89.11.188 shared-key cipher huawei123
#

: Identity Services Engine Home » Operations » Policy » Guest Access v Administration

» System  » Identity Management = ~Network Resources = » Device Portal Management  pxGrid Services  » Feed Service  » Identity Mapping

~ Network Devices Network Device Groups Network Device Profiles External RADIUS Sarvers RADIUS Server Sequences NAC Managers External MDM » Loc
o
Network devices v RADIUS Authentication Settings

Default Device
Enable Authentication Settings

Protocol RADIUS

Enable Keywrap [J G

5

* Key Encryption Key
* Message Authenticator Code Key

Key Input Format ® ASCII HEXADECIMAL

CoAPort | 3799 Set To Default

O » TACACS+ Authentication Settings

Test
Results

O [ sNMP setings

O » Advanced TrustSec Settings

e (=

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 107 OF 146


http://www.tolly.com
http://www.tolly.com

Huawei S Series Switches with VRP5 Software #216102

Tolly.

2.

"Sics’ Ioentity Services Engine » Administration > Work Centers
TACA s » noot  » Adaptive Network Contr
Miconigured Supplcants ¢ Meconfigured Network Devices Clenit Stopped Respondng ¢ Repeat Counter

0 0 3 3
(3] Showive Sesscrs 45 Add or Remove Cohaws ~ 4 Refresh Q) Reset Repest Counts Refresh | Every Show | Latest 100 records | within| Last 24
= o Stk Repeat Count | A0entRy Enchont © ' Encpont rofle ' Authentication Polcy * Authorsation Polcy ' Authorization Profies | Network Device ' Device Port Identity Group ' Posture St

N v
o 0 Windows7-Wicrkst... Defat >> MAS >> D... Default >> toly redr... Guest-edrect
o Windows7-Workst.... Dafadt >> MAB >> D... Default >> tolu_redr... GuestRedrect 0 SuestEndponts

When a new user accesses the network, he must pass the MAC authentication first. After the authentication
succeeds, the page is redirected to the guest management page. A user can log in to the system using a
registered account or a new user can register an account first.

Test
Results

Al dentity Services Engine

Home » Operations ~ Policy » Administration » Work Centers

aisco
Authenticaion ~ Authorzation ~ Profiing  Posture  Client Provisioning  » Policy Elements

Authorization Policy

Def the Authol Policy by configuring rules based on groups and/or other conditions. Dr. nd d rul hange tt d
For Policy Export trati m > Backug Policy E Pag

[Frst Matched Rule Apples

» Exceptions (0)

d other conditions Permissions

Status  Rule Name
tolty Permitaccess
Standard Rule 1 GuestType_Daily (default) tolky
toliu_redirect [ unkown-user O~ Wireless_MAB O~ Wired_MAB Guest-Redirect

After a user registers an account, the system disconnect the user through CoA. The user should log in again

using the new account.
After new users log in to the system, the server authorizes new policies to users so that they can obtain new

permissions.
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T oname

Mmaln-name
MA

namic ACL num

Test
Results

hentication

None
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Test
Results

» Adaptive Network Contro

Msconfigred Supplcants

nfigurod Network Devices

o o

RADIUS Drops ¥

0

[ show Live Sessiors 45 Add e Remove Cobames 6 Refresh () Reset Repeat Counts.

U petas Repeat Count 1020ty Endpont ID Endpoint Profie * Authentication Polcy ' Authorization Policy.

Clent Stopped Respondng

3

Refresh | Evary S sec

Authorzation Profies

' Network Device '

+| show| Latest 100

Device Port

'Y 1t Windows7-Workst... Defaut >> Mag Defadt >> Standard toly

° Unknown Default >> MaB Defauit >> Standard ... toly Identity Group
o toly

o GuestType_Daly (d
o Windows7-Workst.., Defaut >> MAB >> D... Defaut >> tolu_redr Guest-Recrect SS720H1 GuastEndponts

Repaat Counter ¢

a

v wehn | Last

Identity Group " Pog

Home » Operations

» GuestAccess

Authentication  Authorization

Profiling

Posture  Client Provisioning » Policy Elements

Authorization Policy

Define the Authorization Policy by
For Policy Export go to Administration =

vased oni
em = Backup & Restore =

olicy Expont Pag

[ First Matched Rule Apples -

» Exceptions (0)

nistration

» Work Centers

oups andfor other conditions. Drag and drop rules to change the order

tus Rule Name Conditions (identity groups and other conditions) Permissions
tolly tolly -0 Guest_Flow PemitAccess
Standard Rule 1 GuestType_Daily (default) tolly
tollu_redirect
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Test 4.2 CoA: Session Termination
Obiecti Verify session termination when a Huawei S switch works as the access control switch and the Cisco ISE server
jective works as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
3. Configure the MAC authentication profile on the device.
4. Configure the DHCP server on the device, and enable MAC authentication on the correspondent port.
5. Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.
6. Configure the RADIUS authorization server on the device and use the ISE server to disconnect online users.
Expected result 2 is displayed.
Procedure
-
PC DUT
Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.
Criteria Result 2: Online users are disconnected from the network by the ISE server, and online user entries are deleted
from the device.
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1. The user goes online after passing the MAC authentication successfully, and obtains the correspondent IP
address.
Test
Results

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 112 OF 146


http://www.tolly.com
http://www.tolly.com

Huawei S Series Switches with VRP5 Software #216102
Tolly.

2. Online users are disconnected from the network by the ISE server, and online user entries are deleted from the
device.

bl |dentity Services Engine

~ Operations » Policy » Guest Access » Administration » Work Centers

RADIUS Livelog = TACACS Livelog Reports » Troubleshoot » Adaptive Network Control
@ Show Live Authentications 44 Add or Remove Columns ¥ & Refresh chm&*“ Every 1 mir
xetad Updated Session Status so;« EndpontID ' Identity * IP Address ' Endpoint Profile
Al v | Action Al ha [
2016-10-13 06:31:32.884 2016-10-13 06:31:32.884 Authenticated @, v 3C:97:0E:D9:BD:91 zhaogiangiar 192.89.17.109
L) 2016-10-13 06:28:59.145 2016-10-13 06:28:59.145 Authenticated @, v| 00:10:94:10:00:03
] 2016-10-13 06:24:59.905 2016-10-13 06:24:59.905 Authenticated @, v 00:10:94:00:00:22 00:10:94:00:00:Z 1 Unknown

Test
Results

0010-

0010-

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 113 OF 146


http://www.tolly.com
http://www.tolly.com

Huawei S Series Switches with VRP5 Software #216102

Tolly.

Test 4.3 CoA Port Customization in ISE

Verify CoA port customization when a Huawei S switch works as the access control switch and the Cisco ISE
server works as the authentication (RADIUS) server.

Obijective

1. Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the RADIUS server profile and aaa profile on the switch.

Configure the MAC authentication profile on the device.

Configure the DHCP server on the device, and enable MAC authentication on the correspondent port.
Connect the user terminal to the DUT and enable the MAC-authenticated port.

Change the CoA port number of the access device to 3799 on the ISE server.

SN

Configure the RADIUS authorization server on the device and use the ISE server to disconnect online users.
Expected result 1 is displayed.

Procedure

il

em— AL

PC DuT

Pass

L Result 1: The CoA port number is changed to 3799, and online users are disconnected.
Criteria
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Configuration:
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
#
radius-server template mac_auth
radius-server shared-key cipher Huawei@123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
undo radius-server user-name domain-included
calling-station-id mac-format hyphen-split mode2
radius-attribute set Service-Type 10

#

3. Configure the MAC authentication profile on the device.
#
mac-access-profile name mac_access_profile

authentication-profile name mac_auth
Test

Results mac-access-profile mac_access_profile

access-domain mac_auth force
#

4. Configure the DHCP server on the device, and enable MAC authentication on the correspondent port.
#
interface Vlanif12
ip address 12.1.1.1 255.255.255.0
dhcp select interface
interface GigabitEthernet0/0/2
port link-type access
port default vlan 130
authentication-profile mac_auth

#
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5. Connect the user terminal to the DUT and enable the MAC-authenticated port.
6. Change the CoA port number of the access device to 3799 on the ISE server.

7. Configure the RADIUS authorization server on the device and use the ISE server to disconnect online users.
Expected result 1 is displayed.

#

radius-server authorization 192.89.11.188 shared-key cipher huawei123
#

Results:

1. Change the CoA port number of the access device to 3799 on the ISE server.

ulal. Identity Services Engine Home » Operations » Policy » Guest Access ~Administration

» System  » Identity Management = v Network Resources » Device Portal Management  pxGrid Services  » Feed Service » Identity Mapping

~Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Loc

Network devices ) v RADIUS Authentication Settings

Default Device

Enable Authentication Settings

Test i
* Shared Secret m Show
Results

Enable KeyWrap Oa

col RADIUS

* Key Encryption Key

ssage Authenticator Code Key

Key Input Format ® ASCII HEXADECIMAL

CoAPort | 3799 Set To Default

o » TACACS+ Authentication Settings
O T, snmp Settings

O » Advanced TrustSec Settings

e =
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2. The online user is disconnected from the network by the ISE server. The CoA port number of the disconnection
packet sent by the RADIUS server is changed to 3799.

No. Time Source Destination | Length l Protocol I Info

2041 564.018318 192.89.11.10 192.89.11.188 355 RADIU3 Access-Request(l) (id=215, 1=309)

2 564.102148 192.89.11.188 192.89.11.10 Access-Accept(2) (id=215, 1=189
582.467 S 9. S S 5 F U equest(40) (i

2168 582.470 192.89.11.10 192.89.11.188 1 L Disconnect-ACK(41) (id=9, 1=82)

Frame 2167: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits) on interface 0
Ethernet II, Src: Vmware_7f:c3:a6 (00:0c:29:7f:c3:a6), Dst: HuaweiTe_c9:9&:eb (54:39:df:c9:%a:eb)
Internet Protocol Version 4, Src: 192.89.11.188, Dst: 192.89.11.10

User Datagram Protocol, Src Port: 50168 (50163),|D=t Port: 3799 (3799)

RADIUS Protocol

CRCRCRCROC

ldr

sabalsakil 0010
010

Test
Results
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Endpoint Profiling with DHCP Packets

Obiecti Verify endpoint profiling with DHCP packets when a Huawei S switch works as the access control switch and the
JECUVE | cisco ISE server works as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
3. Configure the aaa scheme.
4. Configure the MAC authentication profile on the device.
5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
6. Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.
7. Configure terminal identification through DHCP on the ISE server. Expected result 2 is displayed.
Procedure
_.-l‘
PC DUT
Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.
Criteria
Result 2: The ISE server can identify terminals through DHCP.
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Configuration:
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
#
radius-server template tolly_mac
radius-server shared-key cipher huawei123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
undo radius-server user-name domain-included
calling-station-id mac-format hyphen-split mode2
radius-attribute set Service-Type 10
#
domain tolly_mac
authentication-scheme tolly
authorization-scheme tolly
radius-server tolly_mac

Test .

Results
3. Configure the aaa scheme.

#

aaa

authentication-scheme tolly
authentication-mode radius
authorization-scheme tolly
accounting-scheme tolly
accounting-mode radius
domain tolly_mac
authentication-scheme tolly
accounting-scheme tolly
radius-server tolly_mac

#
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4. Configure the MAC authentication profile on the device.
#
mac-access-profile name tolly
mac-authen username macaddress format with-hyphen normal uppercase
authentication-profile name tolly_mac
mac-access-profile tolly
access-domain tolly_mac

#

5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
#
interface VIanif4090
ip address 192.89.11.10 255.255.255.0
dhcp select interface
#
interface XGigabitEthernet1/0/0
Test port link-type hybrid
Results port hybrid pvid vlan 4090
port hybrid untagged vlan 4090

authentication-profile tolly_mac

#

6. Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.
Configure terminal identification through DHCP on the ISE server. Expected result 2 is displayed.
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Results:

1. Configure the DHCP attribute to identify the option field in the DHCP packets that match certain conditions.

il Identity Services Engine

» Operations ~ Policy » Guest Access » Administration » Work Centers
Authentication Authorization  Profiling Posture  Client Provisioning ~ Policy Elements

Dictionaries  ~Conditions

—_—
(<]
Profiler Condition List > windows7-rule-4
~ Authentication £
Profiler Condition
Simple Conditions * Name [ windows7-rule-4 ] Description
Compound Conditions * Type [ DHCP -]
b Authorization * Attribute Name [ dhcp-class-identifier v]
Profiling * Operator [ CONTAINS v
» Posture * Attribute Value [ MSFT 5.0 ]
System Type Administrator Created
» Guest
ED (=
» Common
No. Time Source Destination Protocol Length Info
255 21.76172100.0.0.0 2aO2O D2 DHCP 379 DHCP Request - Transaction ID 0x6ab39891
256 21.7639220192.89.11.10 255.255.255.255 DHCP 342 DHCP ACK - Transaction ID 0x6ab39891
257 21.7661580192.89.11.253 192.89.11.188 uDP 133 Source port: 59962 Destination port: 8906
258 21.7822810 wistronI_e0:ae:b2 Broadcast ARP 42 who has 192.89.11.107 Tell 192.89.11.253
Test 259 21.7829240 HuaweiTe_c9:9a:eb wistronI_e0:ae:b2 ARP 60 192.89.11.10 is at 54:39:df:c9:9a:eb
260 21.7922500 wistronI_e0:ae:b2 Broadcast ARP 42 who has 192.89.11.17 Tell 192.89.11.253
Results Client hardware address padding: 00000000000000000000

server host name not given

Boot file name not given

Magic cookie: DHCP
# option: (53) DHCP Message Type (Request)
# option: (61) Client identifier
# option: (50) Requested IP Address
@ option: (12) Host Name
@ option: (81) client Fully Qualified Domain Name
- option: (60) vendor class identifier

Length: 8

vendor class identifier: MSFT 5.0

5 DAFITETER R =

Length: 12
Parameter Request List Item: (1) Subnet Mask
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2. Configure identification policies to invoke attribute identification conditions.

sl Identity Services Engine » GuestAccess b Adminisraion  » Work Centers

Authenticaion  Authorization | Profiling = Posture  Client Provisioning  » Policy Elements

Profiling Prof t > Windows7-Workstation

( D) Profiler Policy

» [ Profiling Policies Policy Enabled @

» [ Logical Profiles

* Minimum Certainty Factor

eate Identi
* Asso
Rule:
WinPlatform Then [ Certainty Factor Increases "\ 40 ] w v
f Condition | Windows7-WorkstationRule1Check1 Then [ Certainty Factor Increases v} l,w ] - v
it Condition [ Win7 Then [ Certainty Factor Increases ~] [10 o v
IfCondition | windows7-rule-4 Then [ Certainty Factor Increases ~ 1 v

e =

Test
Results
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3.

Endpoint List

Endpoints by Profile

Unknown: 33 33%

fO0de-
o010

Endpoints by Policy Service Node

Users go online and identify terminal devices based on identification policies on the ISE server.

© 2016 TOLLY ENTERPRISES, LLC

icrosoft-Workstat... 33 33%
___— Windows7-Workstati... 33 33% ISE2.example.com 100%
Ro
Test CrRe a0 BTashe G .
Re |t Endpoint MAC Address Vendor(OUI) Logical Hostname MDM Device IP Address Static Static Portal User
Sults Profile Profiles Server Identifier Assignment Group
Assignment
X
3C97.0E:09.8D.91
4:00:00:0.
FO.DEF1.EQAEB2
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Test 5.2 Endpoint Profiling with MAC Addresses

Verify endpoint profiling with MAC addresses when a Huawei S switch works as the access control switch and
the Cisco ISE server works as the authentication (RADIUS) server.

Objective

1. Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the RADIUS server profile and aaa profile on the switch.

Configure the aaa profile on the switch.

Configure the MAC authentication profile on the device.

Configure the DHCP server on the device, and enable MAC authentication on the correspondent port.

Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.

SRS N N C

Configure terminal identification through MAC address on the ISE server. Expected result 2 is displayed.

Procedure

—
=
_-Al‘

PC DuT

Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.

Criteria

Result 2: The ISE server can identify terminals through MAC addresses.
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1. Configure the MAC address segment identification and specify the MAC address OUI provided by the ISE as the
matching condition.

Identity Services Engine Home

v Policy » Guest Access » Administration » Work Centers

Authentication  Authorizaton  Profiling  Posture  Client Provisioning = v Policy Elements

Dictionaries  +Conditions » Results

(<]
S Profiler Condition List > Microsoft-Workstation
~ Authentication p=i
Profiler Condition
Simple Conditions * Name [ Microsoft-Workstation | Description
Compound Conditions * Type 1 MAC ’]
» Authorization * Attibute Name | MACAddress -]
Profiling * Operator [ CONTAINS -
» Posture * Attribute Value [3C:97:08 |
System Type Administrator Created
» Guest
ED (e
» Common

“luilv  |dentity Services Engine Home » Operations / » Guest Access » Administration » Work Centers

Authentication  Authorization  Profiling Posture  Client Provisioning =~ Policy Elements

Dictionaries

ditions  » Results

o
Profiler Condition List > MicrosoftOUI
~ Authentication e
TeSt Profiler Condition
R | Simple Conditions *Name  MicrosoftOUI Description Microsoft Corporation OUI
S S Compound Conditions “Type MAC
» Authorization * Attribute Name  OUI
Profiling * Operator CONTAINS
» Posture * Attribute Value  Microsoft
System Type Cisco Provided
» Guest
» Common
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2. Configure identification policies to invoke attribute identification conditions.

“ducs’ \dentity Services Engine Home  »Operations [ERASUSMN » GuestAccess b Administraion  » Work Centers

Authentication  Authorization | Profiling = Posture  Client Provisioning  » Policy Elements

Microsoft-Workstation

Profiling
— Profiler Polic
\ 2 ¢ Y
v B & * Name Descript
' = Profiling Policies Policy Enadbled @

* Minimum Certainty Factor | 10 ] \

Parent Polic

* Associated CoAType [Global Settings ]

ifCondition | Micros

£ (=

Test
Results
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3. Users go online and identify terminal devices based on identification policies on the ISE server.

Endpoint List

Endpoints by Profile Endpoints by Policy Service Node

icrosoft-Workstat... 33.33%

Unknown: 65 67%

ISE2.exampie.com: 100%

Endpoint MAC Address Vendor(OUI) Logical Hostname MDM Device P Address Static Static Portal User

Test Profile Profiles Server Identitier
Results x
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Endpoint Profiling with HTTP Packets

Verify endpoint profiling with HTTP packets when a Huawei S switch works as the access control switch and the
Cisco ISE server works as the authentication (RADIUS) server.

Obijective

1. Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the RADIUS server profile and aaa profile on the switch.

Configure the aaa scheme.

Configure the MAC authentication profile on the device.

Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.

Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.

oy oy

When a user goes online after passing the MAC authentication, push the guest management page to him and
allow him to exchange HTTP packets with the ISE server.

Procedure | [P network

Port_1

—
e

am— AL

PC DuT

Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.

Criteria
Result 2: The ISE server can identify terminals through HTTP.
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1. Set the HTTP identification: User-Agent is the HTTP identifier of a device.

v Policy » Guest Access » Administration » Work Cel

Authentication  Authorization  Profiling  Posture  Client Provisioning |~ Policy Elements

Dictionaries v Conditions

o ey
(<]
Profiler Co on List > Huawei_PC
~ Authentication a2
Profiler Condition
Simple Conditions *Name | Huawei_Pd Description CalledStationID =54:39:DF:C9:9A:E0
Compound Conditions *Type [P 'l
b Authorization * Attribute Name | User-Agent -
Profiling * Operator | CONTAINS -
» Posture * Attribute Value | Mozilla ]
System Type Administrator Created
» Guest
» Common

2. Configure identification policies to invoke attribute identification conditions.

Identity Services Engine Home » Operations RIS » Guest Access » Administration » Work Centers

Authentication Authorization Profiling Posture Client Provisioning » Policy Elements

profiling Profiler Policy List > Huawei_PC
( D) Profiler Policy
v ; * Name [HJa‘\-_-w-Dd ] Description
= Py
TeSt » [ Profiling Policies Policy Enabled @

» [ Logical Profiles

Results * Minimum Certainty Factor [10 ] (valid Range 1 to 65535
* Exception Action | NONE v
* Network Scan (NMAP) Action | NONE v

Group for the policy ® Yes, create matc

Create an lden

ng Identity Group

O No, use existing ldentity

* Assoclated CoA Type [ No CoA ~]

roup hierarchy

System Type Administrator Created

t Condition | Huawel_PC Then | Certainty Factor Incr +| [10 v

B (=
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3. Users go online and identify terminal devices based on identification policies on the ISE server.

etk \dentity Services Engine Home  »Operatons  » Polky  » GuestAccess

o
Endpoint List
Endpoints by Policy Service Node

Endpoints by Profile

Microsclt Weekstat... 8 33%
Avaya_Device123 8 33%
Cisco.Device 8.33% \
Unknown: 58 33%
Huswei_PC. 1667
1SEZ.example com. 100

SR + s Y o~
Endox wac ndor wom vco  PAddress Stk Portaly 0o Protle Server
Protie Profies Server  ontiter Assigament Group Registration Registratin

X

Test :
Results ==

printed:

< -
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Endpoint Profiling with RADIUS Packets

Verify endpoint profiling with RADIUS packets when a Huawei S switch works as the access control switch and
the Cisco ISE server works as the authentication (RADIUS) server.

Obijective

1. Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the RADIUS server profile and aaa profile on the switch.

Configure the aaa scheme.

Configure the MAC authentication profile on the device.

Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.

Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.

oy oy

Configure terminal identification through RADIUS on the ISE server. Expected result 2 is displayed.

Procedure

—
-
_-.l‘

PC DuT

Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.

Criteria
Result 2: The ISE server can identify terminals through RADIUS.
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1. Set the RADIUS identification: callingStationID is the MAC address of the device.

b |dentity Services Engine » GuestAccess  » Administration  » Work Centers

Authentication  Authorization  Profiling Posture Client Provisioning + Policy Elements

Dictionaries v Conditions  » Results
—_—
o

Profiler Condition List > avayadevicel123
~ Authentication

Profiler Condition

Simple Conditions *Name [avayadevice123 | Description

Compound Conditions * Type [ RADIUS 'l
» Authorization * Attribute Name [ CallingStationID -]
Profiling * Operator [ EQUALS v
» Posture * Attribute Value [ cc-f9-54-31-62-03 ‘

System Type Administrator Created
» Guest
ED (=

» Common

2. Configure identification policies to invoke attribute identification conditions.

‘4 \dentity Services Engine SIBN » GuestAccess  » Adminisvaton b Work Centers

Authentcation  Authorization  Profiling  Posture  Client Provisioning b Policy Elements

Profiling Avaya_Devicel23

Y=
T » [ Profiling Policies Policy Enabled @
eSt " ool Proies * Minimum Certainty Factor [ 10 alid Range 1 10 65535
ReSU |tS * Exception Action | NONE |

*Name [ava vice123 | Description

i Condition [‘avayadevice123 ] Then ["Certainty Factor Increases ~] [0 -
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3.

ik Idenity Services Engine Home » Operatons » Policy » Guest Access

Endpoint List

Endpoints by Profile

A

Microsoft. Workstat_.. 6 33%
Avaya_Device123 8.33%

CiscoDevice §.33%

Hoswei_PC 16.67%

Users go online and identify terminal devices based on identification policies on the ISE server.

Unknows: 58

Endpoints by Policy

Service Node

ISE2.example.com 100%
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Test 5.5 Network Scan (NMAP)
Obiecti Verify network scan (NMAP) when a Huawei S switch works as the access control switch and the Cisco ISE server
jective works as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
3. Configure the aaa scheme.
4. Configure the MAC authentication profile on the device.
5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
6. Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.
7. Set the SNMP write community password as huawei123, which matches configuration on the ISE. Configure
Nmap scanning on the ISE server. Expected result 2 is displayed.
Procedure
ISE
Port_1 p—
5 S
PC DUT
Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.
Criteria Result 2: The ISE server identifies the device's IP address and MAC address, and identifies the terminal type based
on the OUL.
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Configuration:

1. Configure the Huawei S switch.

include snmp

gineid 800l
P.9e0a+PL!

Configure the Cisco ISE server

o huawei@123

@ tdentiy Sanvicos ngine x X Y

- C' & h#ps://172.168.10.2/admin/#administration/administration_system/administration_system_settings/profiling

~System | » |dentity gement  » Network R » Device Portal Management  pxGrid Sendces  » Feed Service  » |dentity Mapping

Deployment  Licensing  » Cedificates  » Logaing  » Maintenance  Upgrade  Backup & Restore  » Admin Access  ~Seftings
——

(<]

Client Provisioning Profiler Configuration

FIPS Mode *CoA Type: |No Cos -]

Alarm Seftings Current custorm SNMP community stiings.  eesess Show |

» Posture Change custorn SNMP community strings: 100-0-.....“ l (For NMAP, comma separated. Fleld will be cleared on suc
N

Profiling Confirm changed custorn SNMP community strings: | ForNMaP, comma separated. Field will be cleared on suc

» Protocols EndPoint Attribute Filter Enabled ;

Proxy [CReset )
SMTP Server

SMS Gatewray

System Time

Policy Sets

ERS Settings

Telemetry Settings

LLY ENTERPRISES, LLC Tolly.com PAGE 135 OF 146

#216102



http://www.tolly.com
http://www.tolly.com

Huawei S Series Switches with VRP5 Software #216102

Tolly.

alialie
csce

~ System

Deployment  Licensing

Identity Services Engine

» Identity Management

Home » Operations » Policy

» Network Resources

» Ceificates  » Logging  » Maintenance  Upgrade

Deployment

v v

o
» %% Deployment
s% PAN Failover

Test 2.
Results

Deployment Nodes List > ise-a
Edit Node

Brv

v
¥ RADIUS

Description

» GuestAccess

» Device Portal Management

vAdministration

pxGrid Services

Backup & Restore

» Feed Service

» Admin Access

» Work Centers
» Identity Mapping

» Setlings

The RADIUS probe collects
RADIUS session attributes as
well as COP, LLDP, DHCP,

The NMAP probe wil scan
endpoaints for open ports and

8.10.1/24

(¢ 10.10.0.0/24 or 2001:db8:1:1::1124)

v ¥ Network Scan (NVIAP)
Description
(05
Manual Scan Subnet 1
Cancel Scan
Click to see latest scan results

Check the scanning result, and the device's IP address and MAC address are displayed. The terminal type is
identified based on the OUI.

vigentities  Groups

EndPoints

Users

Latest Manual Network St

an Resut:

Identty Source Sequences  » Settings

Latest Manual Network Scan Results Endpoints

Encpont Profile ~  MAC Address

P Address

Static Assignment
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Test 6.1 Posture Assessment with the Cisco ISE and the Cisco NAC Appliance Agent

Verify posture assessment with a Huawei S switch works as the access control switch, the Cisco ISE server works

ObJeCtlve as the authentication (RADIUS) server, and the Cisco NAC appliance agent.

1. User terminals without the NAC-agent access the DUT in wired mode. Expected result 1 is displayed.

2. After the NAC-agent is installed, the agent checks the user terminals and sends the result to the ISE server.
Expected result 2 is displayed.

3. TheISE server sends the CoA re-authentication to terminal devices that have passed the check. Expected result
3 is displayed.

[P network

Procedure

Port_1

il

—
e

em— AL

PC DuT

Result 1: The ISE server detects the lack of the NAC-agent on the device through MAC authentication, and
delivers the redirection URL to the NAC-agent download page. The user terminal then downloads and installs the
NAC-agent through the redirection URL.

Pass

Criteria Result 2: When a terminal fails the check, the ISE server redirects the terminal to an URL for software repairing.

The terminal check will not be ended until the terminal passes the check.

Result 2: The device responds to CoA re-authentication, and the user's interface is authorized so that the user is
granted the network access permission.
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1. After the user goes online, the server redirects the user to the URL of the cpp page.
DE-D9-BD-91
content
) s 1D
Test ) on content
) option ID
ReSU|tS JH( option content

1 URL content

: None

2. After opening the page, the user is redirected to the cpp page to check whether the NAC agent exists.
The NAC agent is installed successfully.

4. Start the NAC agent for terminal status check. Check whether the command is running. The check result shows
that the command process has not been started, which indicates that the check fails.

5. Click Repair to invoke the command process and check the NAC agent again. The result shows that the check
succeeds and network permissions are granted to the user.
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Guest Management (Guest self-registration and authentication)

Obiecti Verify guest management when a Huawei S switch works as the access control switch and the Cisco ISE server
Jective works as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
3. Configure the RADIUS server on the switch.
4. Configure the aaa profile.
5. Configure the MAC authentication profile.
6. Configure the CoA authorization server.
7. Configure the ACL redirection on the switch.
8. Users access the network in wired mode for MAC authentication. Expected result 1 is displayed.
9. Open a web page and access any website. Enter the user name and password for authentication. Expected
result 2 is displayed.
Procedure
\
Port 1
(« ‘))) =
P
AP DUT
N etwork ISE
e IR
Wireless Terminal L
PC
Result 1: When the user accesses the network for MAC authentication, the server delivers URL and redirection
Pass ACL. Open a browser and enter any IP address in the address bar, the page is redirected to the Portal
Criteria authentication page.
Result 2: After entering the user name and password, the user passes the Portal authentication successfully.
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1. When a new user accesses the network, he must pass the MAC authentication first. After the authentication
succeeds, the page is redirected to the guest management page. A user can log in to the system using a
registered account or a new user can register an account first.
Test
Results
on method
uthorization method
g method : None
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Test

aics

Al dentity Services Engine

(@ showive Sessors &

Status dertity * wdport 10 Endpont Profke writicat y ' Authorzstion Pokcy © Authoreation Profies © Network Device . Device Port ity ¢ i xture St
Tere v Ootaks Ropast Count Jerity Endpont 10 Encpoint Profie ' Authentication Poli thorization Pokcy - Authorization Profle detwerk Devio Devi Idertity Group Posture
m
2016-10 o Windows7-Werkst... Default >> M >> D... Defadt >> toku_sed... GuestRedrect
20161028 o Windows7-Workst... Default >> M38 >> D... Default >> toky sodr... Guest-Redrect $5720H1 GuestEndponts

»Adminisyaton b Work Centers

Clant Stoppad Respondng

Msconfgured Supplcants Misconfigured Network Devices 1 RADIVS Drogs

o 0 0 3

Refrosh | Every Ssaconds v | Show| Latest 100 records | wthi | Last 24

£ or Remove Cokavs 4 Refres () Reset Repeat Counts

e1sco

bl [dentity Services Engine

Authentication

Authorization Policy

» Exceptions (0)

Home » Operations v Policy » GuestAccess » Administration » Work Centers

Authorization = Profiling  Posture  Client Provisioning  » Policy Elements

ons. Drag and drop rules to change the order

fitions (igentity groups and other conditions) Permis

Rule Name

tolly tolly /[ Guest_Flow Permitaccess

Standard Rule 1 GuestType_Daily (default) tolly

Wireless_MAB Wired_MAB Guest-Redirect

"
v tollu_redirect unkown-user
Joe |

After a user registers an account, the system disconnect the user through CoA. The user should log in again

using the new account.
After new users log in to the system, the server authorizes new policies to users so that they can obtain new

permissions.

Results
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Test
Results

[ Stowr Uve Sessions

44 ce Remove Cokrvns ¥

print

tion me

Policy

» GuestAccoss

» Administraton

Jata Terminal
004

None

» Work Centers

100 record: hn
treat 06 Pok tity Groug P
M5 3 Wirdow st Detauit
a1 2 P e it User dantity Gros
34 a a
2 a o 25t Type_Dudy (d
7:4 V] P rio t... Dafa Defaudt >> tohs_redr sestEndpont
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Test
Results

"Hses Identity Services En Home » Operations

» GuestAccess

Authentication ~ Authorization  Profiling  Posture  Client Provisioning  » Policy Elements

Authorization Policy
Define the Authorization Policy by configuring rules based on iden
For Policy Export go to Administration »

First Matched Rule Apples v

» Exceptions (0)

Policy Export Page

» Administration

» Work Centers

jroups andior other conditions. Drag and drop rules to change the order

atus Rule Name Conditions (identity groups and other conditions) Permi
tolly tolly Guest_Flow PemmitAccess
Standard Rule 1 GuestType_Daily (default) tolly
tollu_redirect UTTROWT-USET Wiretess_MAS YTEU_MAS GuestFRedrect
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BYOD (BYOD device self-registration and authentication)

Verify BYOD when a Huawei S switch works as the access control switch and the Cisco ISE server works as the

ObJeCtlve authentication (RADIUS) server.

—_

Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
Configure the RADIUS server on the switch.

Configure the aaa profile.

Configure the MAC authentication profile.

Configure the CoA authorization server.

Configure the ACL redirection on the switch.

Register users on the ISE server. Expected result 1 is displayed.

ONNCO I R

Users access the network in wireless mode. Expected result 2 is displayed.

Procedure

4@ Port_1 e
AP

DUT | 3
P N etwork ISE

L K

Wireless Terminal

PC

Pass Result 1: The user registers the access device on the ISE server successfully.

Criteria Result 2: After entering the user name and password, the user passes the Portal authentication successfully.
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1. Allinternal employees must go to the specified website page (My Devices Portal) to register their own BYOD
devices.

il Identity Services Engine

Home » Operations » Policy » Guest Access - * Work Centers
» System *» |dentity Management ¥ Network Resources ~ Devitg Portal Manageme pxGrid Services » Feed Service » |dentity Mapping

Blacklist BYOD  Cerificate Provii  Network Devices lobile Device Management Settings
Network Device Groups

Network Device Profiles
My Devices Portals External RADIUS Servers

You can edit and customize the defa  RADIUS Server Sequences  itional ones
NAC Managers
External MDM
| Create | Edit

[ Location Serices

My Devices Portal (default)

Default portal used by employees to register and manage their personal devices

Identity Services Engine

Home » Operations *» Policy » Guest Access ~ Administration » Work Centers

» System *» |dentity Management  » Network Resources ~ Device Portal Management pxGrid Senvices » Feed Service » Identity Mapping

Blacklist BYOD Certificate Provisioning  Client Provisioning  Mobile Device Management ¢y Devices % Settings

Portal Settings and Customization

Portal Name: * Description: TR e
Test | My Devices Portal (default) ] i Default portal used by employees to register and manage their person’aul Portal test URL //\ Language File «

Results ~
Portal Behavior and Flow Settings /— "\ Portal Page Customization

Use these settings to specify the guest experience for this i} i_h ) Customize portal pages by applying a theme and

portal. - specifying field names and messages displayed to users.

Enter an employee account.
Click Adding a Device.

Add a device, and the device ID must be the mobile phone's MAC address.

giogs e

The user has registered the BYOD device successfully, and has to register again on the BYOD device when he
uses the device to log in.

6. The mobile phone connects to the wireless network. After the user enters any website in the address bar of a
browser, the webpage will be redirected to the ISE server's BYOD page.

7. Click Start to enter the registered user name. The ISE obtains the mobile phone's MAC address.

Click Continue to download the TLS certificate and configuration files from the ISE server for login.

After the certificate is installed, the ISE server disconnects the user through CoA. The mobile phone goes online

after re-authentication and obtains the network access permission based on configuration files and the TLS
certificate.
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About Tolly...

The Tolly Group companies have been delivering world-class IT services for over 25 years. Tolly is a leading global provider of
third-party validation services for vendors of IT products, components and services.

You can reach the company by email at sales@tolly.com, or by telephone at

+1561.391.5610.

Visit Tolly on the Internet at:
http://www.tolly.com

Terms of Usage

This document is provided, free-of-charge, to help you understand whether a given product, technology or service merits additional
investigation for your particular needs. Any decision to purchase a product must be based on your own assessment of suitability
based on your needs. The document should never be used as a substitute for advice from a qualified IT or business professional.
This evaluation was focused on illustrating specific features and/or performance of the product(s) and was conducted under
controlled, laboratory conditions. Certain tests may have been tailored to reflect performance under ideal conditions; performance
may vary under real-world conditions. Users should run tests based on their own real-world scenarios to validate performance for
their own networks.

Reasonable efforts were made to ensure the accuracy of the data contained herein but errors and/or oversights can occur. The test/
audit documented herein may also rely on various test tools the accuracy of which is beyond our control. Furthermore, the
document relies on certain representations by the sponsor that are beyond our control to verify. Among these is that the software/
hardware tested is production or production track and is, or will be, available in equivalent or better form to commercial customers.
Accordingly, this document is provided "as is", and Tolly Enterprises, LLC (Tolly) gives no warranty, representation or undertaking,
whether express or implied, and accepts no legal responsibility, whether direct or indirect, for the accuracy, completeness,
usefulness or suitability of any information contained herein. By reviewing this document, you agree that your use of any
information contained herein is at your own risk, and you accept all risks and responsibility for losses, damages, costs and other
consequences resulting directly or indirectly from any information or material available on it. Tolly is not responsible for, and you
agree to hold Tolly and its related affiliates harmless from any loss, harm, injury or damage resulting from or arising out of your use
of or reliance on any of the information provided herein.

Tolly makes no claim as to whether any product or company described herein is suitable for investment. You should obtain your
own independent professional advice, whether legal, accounting or otherwise, before proceeding with any investment or project
related to any information, products or companies described herein. When foreign translations exist, the English document is
considered authoritative. To assure accuracy, only use documents downloaded directly from Tolly.com.

No part of any document may be reproduced, in whole or in part, without the specific written permission of Tolly. All trademarks
used in the document are owned by their respective owners. You agree not to use any trademark in or as the whole or part of your

own trademarks in connection with any activities, products or services which are not ours, or in a manner which may be confusing,
misleading or deceptive or in a manner that disparages us or our information, projects or developments.

216161-ivcofs15-yx-2017-02-14-VerA

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 146 OF 146


http://www.tolly.com
http://www.tolly.com
mailto:sales@tolly.com
mailto:sales@tolly.com
http://www.tolly.com
http://www.tolly.com
http://www.tolly.com
http://www.tolly.com

